Available online at www.sciencedirect.com

C@k ScienceDirect Procedia

Computer Science

ELSEVIER Procedia Computer Science 87 (2016) 246 — 251

2016 International Conference on Computational Science

Security Issues In Service Model Of Cloud Computing

Environment
B. Hari Krishna®, Dr.S. Kiran®, G. Murali*®”,  R. Pradeep Kumar Reddy *""

Ph.D Research Scholar, YSREC Of Yogi Vemana University, Proddatur, A.P ,India
bAssistant Professor, YSREC of YVU, Proddatur, A.P, India
ab* Assistant Professor& HOD CSE, INTUAC of Engineering (Autonomous), Pulivendula, A.P, India
*P* Assistant Professor, YSREC of YVU, Proddatur, A.P ,India

Abstract

Cloud computing is becoming increasingly fashionable in distributed computing environment. Processing and Data storage
use cloud environment is becoming a movement universal. Software as a Service (SaaS) has on many business applications
as well as in our day to day life, we can simply say that this disruptive technology. Cloud computing can be seen since
Internet-based computing, in which shared resources, software, and information are made available to devices on demand. It
allows resources towards leveraged on per-use basis. It diminishes cost and complexity of service providers by means of
assets and operational costs. It allows users to access applications tenuously. On behalf of user, this construct directs cloud
service provider to feel software updates and cost of servers etc. For both, cloud providers and consumers; availability,
integrity, authenticity, confidentiality, and privacy are important concern. Infrastructure as a Service (laaS) serves as base
layer for many other release models and Platform-as-a-Service (PaaS) clouds. Security of PaaS clouds is considered from
multiple perspective including access control, service continuity and privacy while protecting together the service provider
and the user. Security problems of PaaS clouds are explored and classified. In this paper we are going to some major
security issues of current cloud computing environments.
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I. Introduction

In the progressively prevalent cloud computing, datacentres play an ultimate role as the major cloud
infrastructure providers, for example Microsoft Azure, Amazon, and Google. Datacentres position for the
utility computing service to software service providers who auxiliary provide the application service to end
users over Internet. The later service has wide been termed “Software as a Service (SaaS)”, and the prior
service has newly been called “Infrastructure as a Service (IaaS)”, everywhere the software service provider is
also mentioned to as cloud service provider. To yield advantage of computing and storage assets providing by
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cloud infrastructure providers, data owners outsource gradually data to the datacentres concluded cloud service
providers, e.g., the online storage facility provider, which are not completely trusted by data owners. As a
general data structure to define the relation between entities, the graph has been increasingly used to model
complicated organisations and schema less data, such as the personal social network (the social graph), the
relational data base, Considered for the protection of users’ privacy, these sensitive data have to be encrypted
before outsourcing to the cloud. Furthermore, nearly data are invented to be shared among trusted partners to
all organizations. There have stayed revealed attacks on cloud computing providers and this paper discusses
recommended steps to handle cloud security, issues to illuminate before adopting cloud computing, the need
for a governance strategy and good governance technology, cloud computing strengths, faults, analyzes the
profits and cloud computing information security management. This paper has discussed approximately of the
services being provided.

I1. Cloud Computing Architecture

There are several major cloud computing providers with Amazon, Salesforce, Google, Yahoo, Microsoft and
others that are providing cloud computing services. Cloud computing providers provide a variety of services to
the customers and these services include e-mails, storage, infrastructure-as-a-services, software-as-a-services
etc.

The attractiveness of cloud computing is not only to large enterprises but also startups, entrepreneurs, medium
companies and small companies would benefit greatly and they will have a opportunities and alternative that is
not available to them in the past that would save them billions of dollars because with cloud computing they
will have the choice to only rent the necessary computing power, communication capacity and storage space
from a large cloud computing provider that has all of these assets connected towards the Internet. In practice,
cloud service providers tend to offer services that can be grouped into three categories: infrastructure as a
service, platform as a service, and software as a service. These categories group together the countless layers
illustrated in Figure, with approximately overlap.
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Fig 1. (a)
2.1. Software as a Service (SaaS)
If provide software services on demand. The use of single occurrence of the application runs on the cloud
services and multiple end users or client organizations. The most usually known example of SaaS is
salesforce.com, though many other examples have revive market, including the Google Apps offering of basic
corporate services including email and word processing. Even though salesforce.com led the definition of cloud
computing by a limited years, it now operates by leveraging its companion force.com, which can be
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