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Abstract

Missions, business functions, organizations, and nations are increasingly dependent on cyberspace where attacks are
no longer limited to simple discrete events such as the spread of a virus or a denial-of-service attack. Therefore,
architecture and systems engineering must assume systems or components have been compromised and missions and
business functions must continue to operate despite compromises. A growing number of technologies and architectural
practices can be used to improve resilience to cyber threats. However, these improvements come with costs as well as
benefits. Cyber resiliency assessments are intended to identify where, how, and when cyber resiliency techniques can
be applied to improve architectural resiliency in a cost-effective way.
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1. Introduction

With the growing capability, expertise and intent of advanced cyber adversaries, it is no longer realistic to assume
that one can successfully keep all adversaries out of a system infrastructure. Therefore, architecture and systems
engineering must be based on the assumption that systems or components have been or can be compromised, and that
missions and business functions must continue to operate in the presence of compromise '. Cyber resiliency
assessments 2 are intended to identify where, how, and when cyber resiliency techniques can be applied to improve
architectural resiliency against advanced cyber threats. The Cyber Resiliency Engineering Framework 3, as illustrated
in Figure 1 and described in more detail in the Appendix, provides a way to understand goals and objectives based on
this assumption of compromise, and the techniques (as defined in Table 5 below) that can be applied to improve
mission resilience against advanced cyber threats.

Cyber Resiliency
Techniques
Adaptive Response
Cyber Resiliency Analytic Monitoring

Objectives Coordinated Defense

Understand Deception

Cyber Resiliency Goals

Prepare Diversity

Prevent Dynamic Positioning
Continue Dynamic Representation
Constrain Non-Persistence
Reconstitute Privilege Restriction

Transform Realignment

Re-Architect Redundancy
Segmentation
Substantiated Integrity

Unpredictability

Figure 1. Cyber Resiliency Engineering Framework

However, due to a variety of political, operational, economic and technical (POET) factors, it is not feasible for
organizations to use all resiliency techniques, or the growing set of technologies that implement aspects of the
techniques. (For a detailed survey of technologies, as well as discussion of POET factors, see 2.) It is also not feasible
to apply any resiliency technique pervasively, because implementations of cyber resiliency techniques vary in maturity
across different architectural layers, and because some implementations are intended to be used only in strategically
chosen locations in a system, common infrastructure, or System of Systems (SoS). Thus, a structured approach to
identifying possible improvements is needed. The following three steps are used to assess the cyber resiliency of a
system or architecture: (1) determine the scope of, and prepare for, the assessment, (2) assess the architecture, and (3)
develop specific recommendations.

If the approach is applied to an operational or as-is architecture, the emphasis may be on “low-hanging fruit” or
opportunities for near-term and high-leverage improvements, using a few cyber resiliency techniques. A set of general
recommendations provides a starting point for identifying such opportunities. If the approach is applied to a notional
or to-be architecture, the assessment may look at the full set of cyber resiliency techniques, and at ensuring that
possible solutions in the mid- and long-term can be integrated into the architecture.

2. Determine the Scope and Plan for the Assessment

Planning an assessment involves determining the purpose and scope of an assessment and identifying key
stakeholders and sources of information.

The purpose of an assessment is defined by the questions it is intended to answer and the decisions it is intended to
support. These should initially be expressed in stakeholder terms rather than resiliency terms; they can then be
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