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Abstract 

Authentication in present day system environment, is a fundamental building block for secure access to organized 
assets. Kerberos is a symmetric key authentication framework that permits customers to safely access networked 
services. But the present version of Kerberos has certain weak points which incorporate replay 
attacks(or)assaults, Denial of service attacks and attacks against network time protocols(or)conventions, 
password attacks(or)assaults against Ticket-Granting tickets. In this paper, we present an expanded form of time 
synchronization and freshness plan for symmetric encryption key-based Kerberos 5 authentication for client-
server situation. 
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1. Introduction 

Authentication protocol is nothing but a step-by-step sequence and message exchanges between various 
components in order to give the ability to absolutely perceive one another. The Kerberos authentication protocol is 
in light of the Needham and Schroeder authentication convention or protocol [1] which permits a genuine client to 
sign on to his terminal and after that transparently get to all the networked resources. The Kerberos server comprises 
of a Ticket Granting Server(TGS) and an Authentication Server(AS) [2]. The TGS and AS are in charge of making 
and issuing tickets to the customers upon their request. Customers authenticate themselves to servers by exhibiting 
tickets for every administration. The complete authentication system in Kerberos is demonstrated in Figure 1, which 
comprises of six(6) stages.  

The Kerberos authentication protocol form 5 comprises of two message interactions with each of three servers, 
specifically Authentication server, Service server and Ticket Granting server. The Ticket granting server and the 
Authentication server are seen as the Kerberos server framework. 
 
* Kameswara Rao. 

E-mail kamesh.manchiraju@kluniversity.in 

http://crossmark.crossref.org/dialog/?doi=10.1016/j.procs.2016.05.292&domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1016/j.procs.2016.05.292&domain=pdf


250   Kameswara Rao et al.  /  Procedia Computer Science   85  ( 2016 )  249 – 254 

 
Message 1: The client requests a TGT (Ticket Sending so as to grant Ticket) an unmistakable and clear text 
message to the AS(Authentication Server) which incorporates the TGS ID and client ID. 
 
Message 2: In the wake of getting the client's request, there will be checking of the client's ID in the database by 
AS. In the event that the client is legitimate, a Session Key Kc,tgs  will be produced by Authentication Server for 
securing the communication between TGS and Client, and make a TGT Tickettgs, then encode them by Kc and give 
to Client. Specifically, the Tickettgs incorporates the customer ID, the TGS ID, customer system address, the present 
time, ticket legitimacy or validity period, and the client/TGS session key(Kc,tgs). From the client's password the Key 
Kc is gotten, and the client and the AS just can refer the key. 
 
Message 3: The client is requested to give his password after accepting the message from TGS. The customer enters 
his password and the message will be decrypted to get the Tickettgs and Kc,tgs..The server ticket (Ticketv) will be 
definitely gotten by the client for every application server (V) from TGS. For getting Ticketv, the customer send a 
request message to TGS, which incorporates V's ID, the Tickettgs and Authenticator (Authc,tgs) Kc,tgs will be utilized. 
 
 
Message 4: The TGS unscrambles Tickettgs utilizing its own password to get Kc,tgs after getting the client's request 
message .Then the TGS decodes message Authc,tgs and checks the client through unscrambled message by utilizing 
Kc,tgs . A session key Kc,v  will be produced by TGS for the communication between Server(V) and Client(C) in the 
event that the client is legitimate or valid, then make a ticket Ticketv, which incorporates C's ID,V's ID, system 
address, the present time, Ticketv validity or legitimacy period and Kc,v. At that point by utilizing V's password TGS 
encrypts or scrambles Ticketv and session key Kc,v utilizing Kc,tgs and sends them to client. 
 
Message 5: Ticketv and Authc,v  will be sent by the user to the application server. 
 
Message 6:, Server(V) decode messages independently, and judges whether the requests or solicitations are 
effective by comparing the system addresses, username , legitimacy period and other data after getting messages 
including Ticketv and Authc,v sent by user. 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 1. Kerberos authentication process 

 
 

 

2. Related Works 

Kerberos encryption investigated by A. Boldyreva and V. Kumar and affirmed that the greater part of the 
alternatives in the present form probably give authenticity and security [3]. Korman and Rubin demonstrated that the 
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