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Abstract: We identify two vulnerabilities for existing high-
speed network-layer anonymity protocols, such as LAP and
Dovetail. First, the header formats of LAP and Dovetail leak
path information, reducing the anonymity-set size when an ad-
versary launches topological attacks. Second, ASes can launch
session hijacking attacks to deanonymize destinations. HOR-
NET addresses these problems but incurs additional band-
width overhead and latency.

In this paper, we propose PHI, a Path-HIdden lightweight
anonymity protocol that solves both challenges while main-
taining the same level of efficiency as LAP and Dovetail. We
present an efficient packet header format that hides path in-
formation and a new back-off setup method that is compati-
ble with current and future network architectures. Our exper-
iments demonstrate that PHI expands anonymity sets of LAP
and Dovetail by over 30x and reaches 120 Gbps forwarding
speed on a commodity software router.
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1 Introduction

Revelations about governments’ mass-surveillance programs
have demonstrated their capability of conducting pervasive
surveillance on huge volumes of domestic and international
traffic [4, 9]. Meanwhile, an increasing number of users have
begun using anonymous communication software to protect
their privacy. For instance, Tor [27] has on average 2 million
active users per day [13]. However, most anonymity software
today is built as an overlay network composed of end hosts’
voluntarily-contributed nodes [6, 8, 14]. As a consequence,
users experience poor performance due to long propagation
delays and limited bandwidth, along with intrinsic queuing
and retransmission delays of the protocols [28].

Recent research has proposed anonymity as a principal
network function to benefit from short paths and high through-
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LAP Low Low Yes Yes Yes No
Dovetail Low Low Yes Yes No Yes
HORNET Medium Medium No No No Yes
PHI Low Low No No No No

Table 1. Comparison of high-speed network-layer anonymity
protocols.

put of network devices [21, 34, 46]. These proposals demon-
strate that it is viable to build lightweight cryptography into
network routers to help anonymize the huge volumes of traffic
accessible to mass surveillance programs today. We compare
these protocols in Table 1.

LAP [34], for example, adds an encrypted path into each
packet, and LAP routers forward packets using only sym-
metric cryptography. However, a compromised first-hop Au-
tonomous System (AS) can deanonymize both the source and
the destination and thus immediately compromise anonymity
because LAP’s setup process leaks the destination address.
Dovetail [46] overcomes the limitation by using an indirec-
tion node, called “match maker”, to conceal the destination
node from the first-hop AS. However, Dovetail requires that
the source have full control over the traversed path, which
harms its compatibility with current network architectures.

Furthermore, we focus on two vulnerabilities of LAP and
Dovetail. First, their headers, even with the proposed defense
to hide a path’s length and routers’ positions on a path [34],
still leak such path information. Thus, an on-path router can
reduce the size of the source’s anonymity set based on pub-
licly available network topology. Second, payload encryption
is detached from the path in Dovetail, enabling a session hi-
jacking attack to deanonymize destinations.

In contrast to LAP and Dovetail, HORNET [21] hides the
path information by using an onion-encrypted data structure
to embed path information and prevents the session hijack-
ing attack. However, HORNET’s solution incurs additional
costs: first, HORNET’s connection setup requires Elliptic-
Curve Diffie-Hellman (ECDH) computation between a sender
and each intermediate on-path nodes, adding computational la-
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tency; second, HORNET requires the sender to anonymously

retrieve and verify the public keys of on-path nodes, introduc-

ing further latency and potential identity leakage vectors.

At a first glance, one is bound to an unfortunate choice be-
tween weaker anonymity and additional latency. In this paper,
we demonstrate that it is possible to achieve the best of both
worlds. We propose a Path-HIdden lightweight anonymity
protocol, named PHI, that improves anonymity over LAP and
Dovetail and is equally efficient.

PHI improves on LAP and Dovetail by introducing three
new techniques. First, PHI places nodes’ state in a pseudo-
random order in a packet header to conceal information about
node positions. Second, PHI leverages a back-off path con-
struction method to eliminate the need for a source to fully
control the path traversed. Third, PHI prevents session hijack-
ing attacks by binding payload encryption to paths.

Our paper makes the following contributions:

1. We identify two attacks that reduce sizes of anonymity
sets in LAP and Dovetail. In particular, we model and ana-
lyze the path information leakage when LAP and Dovetail
intentionally obscure path information by using variable-
size segments (see Section 2). In comparison, existing
work, HORNET, only shows that LAP and Dovetail leak
path information without such protection mechanism.

2. We propose a path-hidden header format that is more ef-
ficient than the ones used by onion routing protocols.

3. We present a new approach to establish an end-to-end path
for a source node with no control over the path traversed.

4. We design the Path-HIdden lightweight anonymity pro-
tocol (PHI), an efficient network layer protocol that pro-
vides stronger anonymity properties than LAP and Dove-
tail with the same level of efficiency.

5.  We evaluate PHI’s security and performance. Evaluation
results confirm that PHI’s performance is comparable to,
or more efficient than LAP and Dovetail, while expanding
the sizes of anonymity sets.

2 Background

2.1 Network-layer Anonymity Protocols

Network-layer anonymity protocols assume that network in-
frastructure (e.g., switches and routers) perform anonymiza-
tion operations when forwarding packets. They function at the
network layer as a complementary or as an alternative option
to the Internet Protocol (IP) to anonymize packets’ sources and
destinations. Compared to existing anonymity systems built on
overlay networks such as Tor [27], network-layer anonymity
protocols aim to offer low-latency and high-throughput packet
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forwarding and scale to handle high volumes of traffic seen in
the Internet [21, 34, 46].

To achieve fast forwarding and high scalability on net-
work devices whose per-packet computation and per-flow stor-
age are usually extremely limited, network-layer anonymity
protocols share two design choices: 1) that packet forward-
ing only needs symmetric crytography, and 2) that forwarding
state should be carried by packets instead of stored on network
devices. While using symmetric cryptography is also common
in latest overlay-based anonymity systems, the second choice
mainly distinguishes network-layer anonymity protocols. At
the beginning of each connection, a source node and a des-
tination node exchange setup packets that traverse each Au-
tonomous System (AS) on the path. Within a setup packet,
each on-path AS (or a node) creates a path segment containing
its forwarding state. These path segments are carried by data
packet headers so that a node can retrieve its state and know
how to forward the packets.

Lightweight vs. onion-routing protocols. We divide existing
network-layer anonymity protocols into onion-routing proto-
cols and lightweight protocols based on their different require-
ments for computation and header overhead. An onion-routing
protocol, like HORNET [21], requires an on-path network de-
vice to compute an expensive asymmetric crytographic opera-
tion for setting up a flow and applies per-hop authenticated en-
cryption over every data packet. Each on-path node also needs
to store necessary keys within its path segment, resulting in
large packet headers. In comparison, lightweight anonymity
protocols, such as LAP [34] and Dovetail [46], only require
a network device to decrypt and verify a path segment that
contains minimal information for forwarding packets, and use
end-to-end packet encryption to offer confidentiality.

Topology-based attacks. Unlike a node in an overlay-based
anonymity system that can forward packets to any other node,
an AS can only forward packets according to its physical con-
nections and business contracts with its neighbors. Therefore,
network-layer anonymity protocols are inherently subject to
so called “topology-based attacks”. With publicly-available
network topology information, a compromised node receiv-
ing a single packet from a victim can narrow down the vic-
tim’s anonymity set. For example, in Figure 1, if we assume
that AS2 is AS3’s customer, by knowing the topology and re-
ceiving a packet from AS2, AS3 can conclude that the source
node must be within { ASO, AS1, AS2, AS4, AS5}, which also
forms the anonymity set. If the adversarial AS further discov-
ers its AS-level distance from the source’s AS, it can reduce
the size of the victim’s anonymity set. In Figure 1, if AS2 is
AS3’s customer and AS3 uncovers that the source of a packet
from AS2 is 3 hops away, AS3 can infer that the source’s
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