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Highlights 

 Quantifying machine learning classifiers’ resilience to adversarial 

manipulations. 

 Formal model for evaluating attacker’s budget and the feature manipulation 

cost. 

 Present two adversary aware feature selection using budget and manipulation 

cost. 

 Demonstrate our approach using real life malware and benign executable 

analysis. 
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