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a b s t r a c t 

Although several methods for estimating the resistance of a random Boolean function 

against (fast) algebraic attacks were proposed, these methods are usually infeasible in prac- 

tice for relatively large number of input variables n (for instance n ≥ 30) due to increased 

computational complexity. An efficient estimation of the resistance of Boolean functions, 

with relatively large number of inputs n , against (fast) algebraic attacks appears to be a 

rather difficult task. In this paper, the concept of partial linear relations decomposition 

is introduced, which decomposes any given nonlinear Boolean function into many linear 

(affine) subfunctions by using the disjoint sets of input variables. Based on this result, a 

general probabilistic decomposition algorithm for nonlinear Boolean functions is presented 

which gives a new framework for estimating the resistance of Boolean function against 

(fast) algebraic attacks. It is shown that our new probabilistic method gives very tight esti- 

mates (lower and upper bound) and it only requires about O ( n 2 2 n ) operations for a random 

Boolean function with n variables, thus having much less time complexity than previously 

known algorithms. 

© 2017 Elsevier Inc. All rights reserved. 

1. Introduction 

Boolean functions play an important role in the design of symmetric encryption algorithms, more precisely in certain 

designs of stream ciphers. For instance, nonlinear filter generator and combination generator are two typical representative 

of hardware oriented design schemes, which consist of single or multiple linear feedback shift registers (LFSRs) and a non- 

linear Boolean function. The security of these LFSR-based stream ciphers heavily relies on the algebraic properties of the 
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used Boolean function. Over the last decades, Boolean functions satisfying some particular cryptographic properties (such as 

high nonlinearity, high algebraic immunity (AI) etc.) have been studied [3,9–12,17–19] . 

Algebraic attacks (AA) and fast algebraic attacks (FAA) were respectively proposed in [4,5] , which are two famous and 

powerful attacks that are easily applied to LFSR-based stream ciphers. The core idea behind the two attacks can be summa- 

rized as follows. The first step is to set up a low degree algebraic system of multivariate equations in the secret key/state 

bits, where the degree of these equations is closely related to the algebraic properties of the used nonlinear Boolean func- 

tion. The second step is to solve the system of equations and recover the secret key/state bits. Whereas the second step is 

well elaborated and understood, the first step of finding low degree multivariate equations for relatively large number of 

input variables n is still an open problem due to complexity issues. 

The concept of algebraic immunity for an arbitrary Boolean function f was introduced in [15] and it reflects the resistance 

of a Boolean function f against AA. More precisely, this criterion measures the minimum algebraic degree of its annihilators, 

i.e., AI f = min deg (g) { A ( f ) , A ( f � 1) } , where A ( f ) = { g : f g = 0 , g � = 0 } and A ( f � 1) = { g : ( f � 1) g = 0 , g � = 0 } . It was shown 

that an optimal resistance of a Boolean function f against AA is achieved if AI f = � n/ 2 � . On the other hand, a Boolean 

function with an optimal AI still cannot adequately ensure a good resistance against FAA that use the existence of the 

function pairs ( g, h ) (with algebraic degree deg (g) and deg (h ) respectively) such that f g = h and deg (g) + deg ( f ) is not 

large [6,16] . The value of deg (g) + deg (h ) measures the resistance of a Boolean function against FAA. An optimal resistance 

of Boolean functions (used in LFSR-based stream ciphers) against FAA implies that the minimum values of deg (g) + deg (h ) 

is always equal to n for any function pairs ( g, h ) such that f g = h, though such functions are very rare. In addition, it was 

shown that for balanced Boolean functions deg (g) + deg (h ) ≥ n if and only if either n = 2 k or n = 2 k + 1 for some positive 

integer k [13] . 

During the past decade, an efficient evaluation of the resistance of nonlinear Boolean functions against AA and FAA has 

been addressed in many works due to a great significance of these estimates from both the design and cryptanalysis point of 

view. At EUROCRYPT 2003, the first algorithm for determining the existence of annihilators of degree d of a Boolean function 

with n variables was proposed in [4] . Its time complexity is about O ( D 

3 ) operations, where D = 

∑ d 
i =0 

(
n 
i 

)
. At FSE 2006, an 

algorithm for checking the existence of annihilators or multiples of degree less than or equal to d was introduced in [7] with 

time complexity of about O ( n d ) operations for an n -variable Boolean function. At EUROCRYPT 2006, based on the multivari- 

ate polynomial interpolation, Armknecht et al. [1] proposed an algorithm for computing AI = d of a Boolean function with n 

variables [1] requiring O ( D 

2 ) operations, where D = 

∑ d 
i =0 

(
n 
i 

)
. Moreover, an algorithm for determining the immunity against 

FAA was also presented running in time complexity of about O ( D 

2 E ) operations for an n -variable Boolean function, where 

E = 

∑ e 
i =0 

(
n 
i 

)
and d is generally much smaller than e , ( deg (g) , deg (h )) = (d, e ) . At ACISP 2006, an algorithm to evaluate the 

resistance of Boolean functions against FAA was developed in [2] , whose time complexity is about O (DE 2 + D 

2 ) operations 

for an n -variable Boolean function. At INDOCRYPT 2006, based on the Wiedemann’s algorithm, Didier proposed a new al- 

gorithms to evaluate the resistance of an n -variable Boolean functions against AA and FAA in [8] with time complexity of 

about O ( n 2 n D ) operations and a memory complexity of about O ( n 2 n ). Finally, Jiao et al. [14] revised the algorithm of [1] to 

compute the resistance against AA and FAA, reducing the complexity to O ( D 

2 ± ε) operations, where ε ≈ 0.5 and D is the 

same as above. 

Despite the development of the above mentioned algorithms, the exact evaluation of the algebraic properties of a Boolean 

function remains infeasible for relatively large input variables n (for instance n ≥ 30). For instance, in order to estimate 

exactly the resistance of a random Boolean function with 30 variables against AA and FAA, the best known algorithm of 

[14] still requires 
(

n 
d 

)2 . 5 = 

(
30 
15 

)2 . 5 ≈ 2 68 operations, for n = 30 and d = 15 . It appears to be a rather difficult task to efficiently 

estimate the resistance of Boolean function (with relative large input variables n ) against AA and FAA. The purpose of this 

paper is to present an efficient probabilistic algorithm for determining the resistance of a random Boolean function against 

AA and FAA. A suitable choice of input parameters gives a high success rate of the algorithm so that the estimates are 

correct with probability very close to one. The algorithm employs partial linear relations, derived form the decomposition 

of an arbitrary nonlinear Boolean function into many small partial linear subfunctions by using the disjoint sets of input 

variables. A general probabilistic decomposition algorithm for nonlinear Boolean functions is given along with the sufficient 

conditions regarding the existence of low degree annihilators (or multipliers). This probabilistic algorithm provides a new 

framework for estimating the resistance of Boolean function against AA and FAA requiring only about O ( n 2 2 n ) operations (for 

an n -variable Boolean function), thus offering much less complexity at the price of being probabilistic. The lower and upper 

bound on AI and FAA that we derive appears to be very tight for randomly selected Boolean functions thus giving a close 

estimate of the algebraic properties for large n where due to computational complexity the deterministic algorithms cannot 

be applied. Several examples are provided justifying the tightness of our bounds when compared to the actual algebraic 

properties of a given function for relatively small values of n for which the deterministic algorithms could be applied. 

The rest of the paper is organized as follows. In Section 2 , some basic definitions and notations are recalled. In Section 3 , 

a new concept of partial linear relations decomposition is introduced, and then a general dissection algorithm for nonlinear 

Boolean functions is proposed. An efficient algorithm for determining the resistance of Boolean functions (with relatively 

large input variables n ) against AA and FAA is descried in Section 4 . Finally, some concluding remarks are given in Section 5 . 
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