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Abstract

The Internet of Things (IoT) is a paradigm based on the interconnection of
everyday objects. It is expected that the ‘things’ involved in the IoT paradigm
will have to interact with each other, often in uncertain conditions. It is therefore
of paramount importance for the success of IoT that there are mechanisms in
place that help overcome the lack of certainty. Trust can help achieve this goal.
In this paper, we introduce a framework that assists developers in including
trust in IoT scenarios. This framework takes into account trust, privacy and
identity requirements as well as other functional requirements derived from IoT
scenarios to provide the different services that allow the inclusion of trust in the
IoT.
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1. Introduction

The Internet of Things (IoT) is a paradigm based on the interconnection
of everyday objects. According to the Gartner report for 2013 [3], 26 billion
objects are expected to be connected in the IoT by 2020. From an economic
perspective, the same report also highlights that IoT is expected to generate $1.9
trillion from the production of IoT products and service suppliers, which will
translate into economic growth and employment. At the same time the amount
of data managed in the IoT makes it necessary to look at the data-centric
perspective [24] and consider the privacy implications that this might raise.
The advantages brought by IoT could be seriously threatened if the reception
from society is negative. This could be a possibility if citizens, companies and
administrations feel that they cannot trust the IoT. Users are becoming more
aware of the importance of protecting their private information [2, 14], and
companies are increasingly realising that an incorrect security strategy can lead
to important economic and reputation losses, and eventually, to bankruptcy1.
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