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The cloud users can create, store, access and update the remote outsourced databases just
as they are using the database system locally. However, unlike storing data in a fully-
controlled local database, storing data in a remote cloud server raises data privacy and

Keywords: security concerns, i.e., the correctness and completeness of the query results. Although
Outsourced database some solutions have been proposed to address this problem, they do not scale well when
Public authentication multiple users update the remote outsourced database for two major reasons. First, the
Homomorphic verifiable tags existing schemes mainly use the authenticated data structure (ADS) to provide the verifi-

cation service which incurs expensive computation cost, especially when modifications are
made to the database. Second, the data owner has to remain online all the time to partic-
ipate in generating signatures for the modified data. Consider the fact that the outsourced
databases involve lots of heavy multi-user modification operations, the existing solutions
are not practical from the efficiency perspective. To address the above concerns, in this
paper, we first propose a novel and efficient signature scheme which features additive ho-
momorphic operations. On top of that, we further propose a new and practical mechanism
for correctness and completeness verification with the support of multi-user modifications
and without requiring an always-online data owner. Finally, we prove the security of our
scheme under the well-known Computational Diffie-Hellman assumption and conduct ex-
tensive experiments to evaluate the performance of our scheme. The experimental results
show that our scheme outperforms the existing solutions.

© 2016 Elsevier Inc. All rights reserved.

1. Introduction

In cloud computing, the users and the enterprises can lease the computing and storage resources provided by the power-
ful cloud service provider. Under this new IT Paradigm, database outsourcing [6] is considered as a prominent service model
by providing an elastic, flexible and affordable solution for the organizations and enterprises to maintain their database
services. As can be seen in recent years, more and more enterprises begin to move their data management services to
the cloud for the easy management and low cost. The successful real-world examples such as Amazon Relational Database
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(RDS)', Azure?, and EnterpriseDB> enable users around the world to share and update their outsourced data anywhere any-
time. While enjoying all the benefits, the users have to worry about their data security and privacy because the outsourced
database service providers are often not in the same trusted domain with cloud users. As a result, for the correct utilization
of the outsourced data at the cloud, the correctness and completeness of the query results over the outsourced data should
be verified from the users’ perspective.

To this end, a number of solutions have been proposed based on the various technologies [4,7,8,10-
15,17,19,20,22,23,25,26,28] in recent years. However, most of them only consider the cases that the outsourced data is
static or updated only by a single data owner. Others [8,17] require the data owner to sign the verification data structures
for every modification. This mode requires the data owner to stay online all the time to support multi-user modification.
On the other hand, the existing works commonly utilize the authenticated data structures (ADS), which incurs expensive
computation cost for every data modification operation. Obviously, such verification approaches do not scale well when
the frequency of the data modification operations increases. Given the fact that the outsourced databases involve a large
amount of multi-user modification operations, the existing solutions are not practical from the efficiency perspective.

Consider the following application scenario. A supermarket such as Walmart has many branch stores. This supermarket
outsources the management of its sales data to the cloud. Each branch store is able to upload and update the sales data
stored on the cloud. At the same time, the clients such as the analysts, the managers and so on need to access the sales data
contributed by multiple branch stores. However, the cloud is not fully trusted (i.e., it may be malicious or become prey to
an external attack). So, the problem is how can the client efficiently and correctly verify the results generated and returned
from the cloud, particularly when the outsourced data is modified by multiple users frequently? Therefore, there still lacks
a practical correctness and completeness verification method for the outsourced data with multi-user modifications. From
the users’ perspective, a practical verification scheme should have the following properties:

- Correctness verification: The outsourced data stored at the remote server may be polluted by the attackers. But, the
cloud server may hide the fact for the economic reasons and its reputation. So, the user should be able to detect the
polluted data in the query results returned from the outsourced database server.

Completeness verification: The outsourced database server is not fully trusted. To save the resources, it is possible that
the outsourced database server only returns partial results or does not execute the query over the entirely outsourced
data at all. The user should be able to detect such misbehavior by verifying the completeness of the query results.

The support of multi-user modification: One of the main advantages of the outsourced database is to allow the mul-
tiple online users to share the data. Therefore, the practical integrity verification mechanism should allow the user to
efficiently verify the integrity of the query results, even the outsourced data is contributed by the multiple users.
Public verification: To improve the usability of the verification scheme, it should be able to allow anyone in the system
to verify the integrity of the query results without storing some meta data locally or retrieving the entire data collection
from cloud, even if some outsourced data have been modified and signed by multiple users. In addition, the system
should not depend on any special entity, e.g., an always online data owner, to execute the verification.

High efficiency: The user should be able to verify the query results of the outsourced databases with higher commu-
nication and computation efficiency than the approach of downloading the outsourced data and executing the query
locally.

Keep the above goals in mind, in this work, we propose an efficient signature scheme based on the bilinear map to
support the integrity verification of the outsourced databases with multi-user modification. Our solution also supports the
public verifiability, in which the authorized user signs the data by its private key after the modification operation. The
user then can use the public key to verify the query results even the outsourced data have been modified and signed by
multiple users. To efficiently support multi-user modification, the proposed verification scheme is designed to enable the
user to independently sign the data without an always-online data owner and/or the third party trusted entity. The main
contributions in this paper can be summarized as follows:

» We for the first time propose an efficient and practical scheme to support the public verification of the outsourced
databases with multiple writers. Compared with the existing solutions, our scheme is highly efficient, secure and scalable.

» We evaluate the performance of our scheme by numerical analysis, which illustrates that the proposed scheme is in-
deed an efficient integrity verification solution for outsourced databases. Moreover, we formally prove that the proposed
scheme is secure.

» We fully implement a prototype of the proposed scheme and evaluate its performance through the extensive experi-
ments. Our experimental results further validate its effectiveness and efficiency.

The rest of our paper is organized as follows. In the next section, we discuss the related work. We set up the system
model in Section 3. Then we introduce several cryptographic primitives used in this paper in Section 4. Section 5 details our
signature scheme, based on which the integrity verification mechanism is presented in Section 6. We analyze the perfor-
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