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a b s t r a c t 

Although many users outsource their various data to clouds, data security and privacy con- 

cerns are still the biggest obstacles that hamper the widespread adoption of cloud com- 

puting. Anonymous attribute-based encryption (anonymous ABE) enables fine-grained ac- 

cess control over cloud storage and preserves receivers’ attribute privacy by hiding at- 

tribute information in ciphertexts. However, in existing anonymous ABE work, a user 

knows whether attributes and a hidden policy match or not only after repeating decryp- 

tion attempts. And, each decryption usually requires many pairings and the computation 

overhead grows with the complexity of the access formula. Hence, existing schemes suffer 

a severe efficiency drawback and are not suitable for mobile cloud computing where users 

may be resource-constrained. 

In this paper, we propose a novel technique called match-then-decrypt , in which a 

matching phase is additionally introduced before the decryption phase . This technique works 

by computing special components in ciphertexts, which are used to perform the test that if 

the attribute private key matches the hidden access policy in ciphertexts without decryp- 

tion. For the sake of fast decryption, special attribute secret key components are generated 

which allow aggregation of pairings during decryption. We propose a basic anonymous 

ABE construction, and then obtain a security-enhanced extension based on strongly exis- 

tentially unforgeable one-time signatures. In the proposed constructions, the computation 

cost of an attribute matching test is less than one decryption operation, which only needs 

small and constant number of pairings. Formal security analysis and performance com- 

parisons indicate that the proposed solutions simultaneously ensure attribute privacy and 

improve decryption efficiency for outsourced data storage in mobile cloud computing. 

© 2016 Elsevier Inc. All rights reserved. 

1. Introduction 1 

As a promising computing paradigm, cloud computing integrates various technologies to provide services to an increas- 2 

ing number of organizations and individual users. Mobile cloud computing further combines cloud computing with mobile 3 
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devices and ubiquitous wireless infrastructure. With the rapid development of cloud computing technology, more and more 4 

people have uploaded their various types of data, including the highly sensitive data, into clouds either for ease of shar- 5 

ing or for cost saving. However, cloud computing security has been a growing concern [1] . Specifically, data security and 6 

privacy concerns have been the biggest obstacles that hamper the widespread adoption of cloud computing. In cloud com- 7 

puting, data are outsourced to the cloud service provider, and people would like to make their private data only accessible 8 

to authorized users. Differentiated data access is frequently required in the sense that users with different attributes or roles 9 

should be granted different levels of access privileges. Thus, it is desirable to put access policy decisions in the hands of data 10 

owners in cloud computing. In mobile cloud computing, high efficiency is also important for a successful security solution. 11 

Attribute-based encryption (ABE) is envisioned as a highly promising public key primitive for realizing scalable and fine- 12 

grained access control systems [32] , where differential yet flexible access rights can be assigned to individual users. Es- 13 

pecially, ciphertext-policy attribute-based encryption (CP-ABE) [3] enables data owners to specify an access policy over a 14 

universe of attributes and encrypt the data under the access policy with the corresponding public key components. Decryp- 15 

tion is enabled if and only if the user’s attributes match the corresponding access policy. 16 

Though ABE can be directly applied to design secure access control, there is an increasing need to protect users’ privacy 17 

in access control systems. In order to address this problem, anonymous ABE was introduced in [19] and further improved 18 

by [30] . In anonymous CP-ABE, a user obtains his attribute secret key and if the attribute set associated with the secret 19 

key does not satisfy the access policy in the ciphertext, the user cannot decrypt and guess what access policy was specified 20 

by the data owner. Anonymous CP-ABE can be applied to military circumstances and commercial fields, where the access 21 

policy itself could be sensitive information and needs to be protected. 22 

However, in existing anonymous ABE schemes, the user has to decrypt and decide whether his/her attributes satisfy the 23 

hidden access policy in the ciphertext or not. Such a test should be repeated until a successful decryption or all of the pos- 24 

sible tests have been considered. The decryption computation overhead in existing work is high as the computational cost 25 

grows with the complexity of the access formula, which usually requires many pairings. As a result, this direct decryption 26 

method in anonymous ABE will suffer a severe efficiency drawback. Therefore, it is desirable for users to efficiently de- 27 

cide before full decryption whether the hidden policy in a ciphertext matches attributes. Currently, techniques for attribute 28 

matching detection in state-of-the-art CP-ABE schemes are implemented through repeated decryption and hence suffer ef- 29 

ficiency limitations. In fact, most of the available detection techniques in CP-ABE schemes have to reveal the access policy 30 

in the ciphertext, which violates user’s attribute privacy. In practice, each user may receive a large number of ciphertexts 31 

and such kind of decryption method involves a large computational overhead. Especially, for the case of mobile cloud com- 32 

puting, it is extremely attractive for resource-constrained mobile users to realize fast decryption, in which only small and 33 

constant pairings are required. In this paper, for the sake of secure and efficient fine-grained access control in mobile cloud 34 

computing, we enable users’ attribute privacy protection, anonymous attribute matching and fast decryption, simultaneously. 35 

The contributions of this paper can be summarized as follows. 36 

1. We propose a system architecture of anonymous attribute-based access control in mobile cloud computing and show 37 

how to construct an anonymous attribute-based access control system with the anonymous CP-ABE scheme as a main 38 

building block. In order to improve decryption efficiency, we introduce a new technique called match-then-decrypt into 39 

the decryption of anonymous ABE, in which a matching phase is added before the decryption phase . This technique works 40 

by computing some special components in ciphertexts, which are used to perform the test that if the attribute private 41 

key matches the hidden access policy in ciphertexts without decryption. For the sake of fast decryption, special attribute 42 

secret key components are generated which allow aggregation of pairings during decryption. 43 

2. Specifically, we propose a basic anonymous CP-ABE construction, and then obtain a security-enhanced extension using 44 

the reasonable Canetti –Halevi –Katz technique based on strongly existentially unforgeable one-time signatures. In the 45 

proposed schemes, the computation cost of an attribute matching test is less than one decryption operation, which only 46 

needs small and constant number of pairings. Performance comparisons indicate that the proposed solutions simultane- 47 

ously ensure attribute privacy and improve decryption efficiency for outsourced data storage in mobile cloud computing. 48 

3. The basic construction and its extension are proven secure under the presented security models. The basic construc- 49 

tion is proved to be selective ciphertext-policy and chosen-plaintext secure (CPA-secure) under the Decisional Bilinear 50 

Diffie –Hellman assumption and the Decisional Linear assumption in random oracle models, and the extension is selec- 51 

tive ciphertext-policy and chosen-ciphertext secure (CCA2-secure) in random oracle models. In particular, even legitimate 52 

decryptors cannot obtain information about the access policy specified for ciphertexts more than the fact that they can 53 

recover the corresponding plaintext. 54 

The remainder of this paper is organized as follows. A brief review on the related work is given in Section 2 . Some 55 

preliminaries are reviewed in Section 3 . Section 4 describes the system architecture and the anonymous attribute-based 56 

access control system, and presents design goals. Our basic anonymous CP-ABE construction with fast decryption together 57 

with its security results are described in Section 5 . The security-enhanced construction together with its security results are 58 

described in Section 6 . Security comparison and performance-related issues are discussed in Section 7 . Finally, we draw a 59 

conclusion in Section 8 . 60 
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