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Digital images are facing a crisis of trustworthiness with the emergence of various digital image
processing and steganography tools. This paper proposes a novel approach that can evaluate the trust-
worthiness of a digital image. In this approach, an information fusion method is used to combine base
digital image forensic models at the feature level and the decision level. When using different kinds of
base forensic models to get supporting evidence for different kinds of digital image manipulations, there
exist uncertainties introduced by base forensic models and conflicts among evidence provided by differ-
ent forensic models. We use the Dempster-Shafer (D-S) evidence theory and an improved least square
method to tolerate the uncertainties of forensic models and reduce the evidence conflicts. The lower and
upper limits of digital image trustworthiness can then be reliably evaluated by the D-S theory. Three
information fusion models based on the D-S theory are proposed. The first model uses the D-S theory at
the feature fusion level. The second uses the D-S theory at the decision fusion level, where an improved
least square method is designed to reduce the evidence conflicts. The last model is a combination of the
first and the second one, where the D-S theory is applied at both the feature fusion and decision fusion
levels. Experiments are carried out on four kinds of digital image manipulations. The experimental results
show that the three proposed models are very stable in evaluating different kinds of natural images and
tampering images. While the first model can only give the upper limit of the trustworthiness of a digital
image, the second and the third one can give both lower and upper limits of the trustworthiness of a
digital image, as well as the uncertainties of the evidence produced by base forensics models. Compared
with the second model, the third one can further reduce the uncertainties. The experimental results also
show that when a digital image undergoes many kinds of manipulations, our models can validly compute
a soft degree to measure the trustworthiness of the image, while current ordinary digital image forensic
models may fail to predict it correctly. Experimental results also demonstrate that the proposed digital
image trustworthiness evaluation models can be adapted as digital image forensic classification models
with very high detection accuracy.
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1. Introduction

As the representation of natural scenes, digital images tradition-
ally imply the truth and fact. However, with the popularization of
various digital image processing tools, people can easily manipu-
late digital images. Digital images can also be used to hide secret
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information by various steganography tools. Those manipulations
greatly undermine the credibility of digital images. Nowadays,
people are often concerned about whether a digital image is trust-
worthy before they are comfortable to use it. As a result, digital
images are facing crisis of trustworthiness.

Trust is a common phenomenon of our human life. It has been
argued that we as humans would not even be able to face the
complexities of the world without resorting to trust [ 1]. Many liter-
atures have modeled trust from different perspectives. The Oxford
Reference Dictionary states the trust as the firm belief in the reli-
ability or truth or strength of an entity. Golembiewski et al. [2]
think that trust “implies some degree of uncertainty as to outcome”,
and trust also “implies hopefulness or optimism as to outcome”.
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Yamamoto et al. [3] state that “the decision to trust is based on
evidence to believe, or be confident in, someone’s or something’s
good intentions towards us”. Grandison et al. [4] consider that trust
is a composition of many different attributes - reliability, depend-
ability, honesty, truthfulness, security, competence, and timeliness,
which may have to be considered depending on the environment
in which trust is being specified.

In this paper, we consider the scenario that, when people or
software use a digital image, they may be concerned about its
integrity, origin and/or security. People tend to use more trust-
worthy images than un-trustworthy ones. Inspired by the trust
definition of Grandison et al. [4], in this paper, we propose models
to measure the trustworthiness of a digital image using different
trustworthiness attributes. We term our models as digital image
trustworthiness evaluation models. The trustworthiness of a dig-
ital image is a value that tells how trustworthy the image can be
used. Digital images may have many trustworthiness attributes or
trustworthiness evaluation indexes, such as the index of security
(to evaluate whether the image contains hidden secret informa-
tion), the index of integrity (to evaluate whether the digital image
is manipulated), the index of authenticity (to evaluate whether the
image is generated by a digital camera or by a computer graph-
ics render tool), and so on. Different digital image users may have
concerns with different trustworthiness attributes. In this paper,
we propose models to effectively calculate the degree of a digital
image’s trustworthiness.

Many techniques associated with trustworthiness of digital
images have been developed in recent years. Active techniques
such as digital watermarking [5] and perceptual image hash [6,7]
can ensure the trustworthiness of a digital image. In these cases,
the original image must be in hand, and the corresponding digi-
tal watermarking should be embedded (or perceptual image hash
should be generated). However, in real life, most of the digital
images do not contain digital watermarking nor have an image
hash. Digital image forensics [8] is a passive technique which can
determine whether an image is tampered or not. However, it can-
not capture the degree of trustworthiness for a given image, nor
can measure trustworthy attributes (e.g. the origin, integrity and
security) synthetically. In this paper, an effective method that can
measure the trustworthiness of a digital image synthetically and
quantitatively will be developed.

Moreover, in this paper, when designing methods to evaluate
the trustworthiness of a digital image, we use various digital image
forensic models to capture the image’s different trustworthiness
attributes. We find that the evidence supported by different foren-
sic models may conflict with each other, and each forensic model
comes with uncertainties when predicting multi-manipulations
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[9]. To achieve more reliable and effective digital image trustwor-
thiness evaluation, we propose the use of the Dempster-Shafer
(D-S) evidence theory and data fusion. The D-S theory [10,11],
which is generally used to combine separate pieces of evidence
to calculate the probability of an event, is a mathematical theory
of evidence based on belief functions and plausible reasoning. The
D-S evidence theory allows the representation of ignorance by giv-
ing support to the case of “unknown”. It can reduce the uncertainty
by allowing evidence to support several mutually exclusive con-
clusions, and can represent data imperfections without the need
to make simplifying assumptions [12]. Data fusion is a method to
combine data from multiple sensors in order to achieve better accu-
racy and more specific inferences than those using a single sensor
alone [13]. It can be applied at the raw data level, feature level, or
decision level [13,14].

Three fusion models are presented based on the D-S theory and
data fusion. The first uses feature fusion to address the problem
of evidence conflict when using Dempster’s rule of combination.
The second uses the Dempster’s rule of combination at the deci-
sion fusion level, in which we develop an improved least square
method to deal with the evidence matrix and reduce the conflicts
among evidence provided by different forensic models. Uncertainty
of each forensic model is calculated in the training phase and then
combined in the evaluation phase. The lower and upper limits of
digital image trustworthiness are calculated by using the Demp-
ster’s rule of combination. The last model is a combination of the
first and second ones where the uncertainty is further reduced by
the feature fusion.

Finally, we conduct simulations on 11,200 test images. Simu-
lation results show that the proposed three models can evaluate
digital image trustworthiness effectively and reliably, and the last
one performs the best.

The rest of this paper is organized as follows. Section 2 reviews
related work and compares the trustworthiness evaluation meth-
ods with current digital forensic ones. Section 3 describes three
models based on the D-S theory and information fusion. The effec-
tiveness of the three models is evaluated and compared in Section 4.
Finally, conclusions are drawn in Section 5.

2. Related work

Digital image trustworthiness evaluation models are interac-
tively related to digital image forensic models, as shown in Fig. 1.
In our proposed digital image trustworthiness evaluation models,
we use digital image forensic models to capture different aspects
of tampering features and provide forensic decision or evidence
for each kind of tampering. The digital image trustworthiness
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Fig. 1. Relationship between digital image trustworthiness evaluation models and digital image forensic models.
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