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This paper presents a methodology for the testing of intelligent electronic devices (IEDs) in IEC 61850-
based substation automation systems (SAS), without any service interruption to the end users, during
the testing process. IEC 61850-based SAS provides opportunities for a new level of substation operation,
enhancing operating efficiency, and protection reliability based on Ethernet-based communication net-
works. Due to these changes to the conventional substations, importance and dependency on IEDs is
increasing rapidly. Frequency of faults occurring in the power systems is random in nature and is unpre-
dictable. It is necessary to test and maintain the IEDs to ensure their proper operation at crucial times.
This paper presents a novel methodology for testing the IEDs, without compromising the service reliabil-
ity during the testing process. The proposed methodology exploits the inherit characteristics of IEC 61850
standard i.e. Network - based communication, interchangeability between multivendor IEDs, and engi-
neering based on substation configuration language (SCL) files. The feasibility and robustness of the pro-
posed method has been verified by performing several performance verification tests with different
performance metrics.

© 2016 Elsevier Ltd. All rights reserved.

1. Introduction

The purpose of SAS is to enhance the operational capability of
the substation through exchanging of information between differ-
ent protective equipment in the network. The challenge with com-
municating between different IEDs is that they are developed by
different vendors with their own exclusive technologies [1-3].
The research on the substation automation standardization
emerged, from both the U.S.A and Europe at the same time in the
beginning of the 1990s. EPRI in the U.S.A introduced the UCA 2.0
and IEC in Europe introduced the IEC 61850. Subsequently, both
were merged into the IEC 61850, based on the data model and ser-
vices of the UCA 2.0 [4]. IEC 61850 has led to a new era in power
automation systems. It defines the layers, methods and protocols
for communication between IEDs. It also defines data objects, for-
mats, and configuration language for substation engineering [5-7].

Proper operation of the protective IEDs is a key step in achieving
reliability and reducing service outages when a fault occurs in the
power system. The effect of the fault could be propagated to the
healthy regions if the fault on the power system is not cleared in
time. In order to enhance the reliability of the protective IEDs, a
dual and/or backup system is adopted for the power system
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protection. However, such applications using redundancy might
result in an increase of incorrect operations in the system, although
it can prevent the interruptions in the system [8]. Several
researches have been carried out to overcome the faults occurred
on the power systems. NVP is widely used to overcome the
software-based faults [9]. In this method, mal-operations are
removed by comparing the results from duplicative implementa-
tions of N programs by applying different algorithms [10]. The vot-
ing system is widely used to detect and eliminate faults in the
hardware [11]. This determines the possibility of the mal-
operation by comparing the results from the implementation of
three duplicative systems. If one of the three systems shows a dif-
ferent result from the other two systems and the other two results
are same, the system with the different result is considered to be a
faulty system.

Occurrence of faults in power systems is random by nature and
is unpredictable. Faults may occur once in a month, once in several
months, or even once every several years. Therefore, it is necessary
to test the health of IEDs and maintain them. Only associated IEDs
need to operate promptly in faulty cases and avoid mal-operation
during normal operation. Periodic testing of I[EDs can ensure the
desired operation. Service reliability may be affected during testing
of IEDs. Various researches have been carried out to improve the
reliability of service in power systems.
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Nomenclature
AIED acting IED NVP N-version programming
CB control block OCR over-current relay
CID configured IED description OPNET optimized network engineering tool
M configuration manager (0N operational status
CT current transformer PRM probabilistic relational model
DA data attributes PT potential transformer
DFT discrete Fourier transform RTU remote terminal unit
EPRI Electric Power Research Institute RTS real-time simulator
TD trouble detector SAS substation automation system
GOOSE generic object oriented substation event SC system configurator
ICD IED capability description SCD system configuration description
IC IED configurator SCL substation configuration language
IEC International Electrotechnical Commission SMV sampled measured values
IED intelligent electronic device SR system recovery
LAN local area network SSD system specification description
LN logical node N sampled values
MMS manufacturing message specification TIED test [ED
MSF manufacturer specific function UCA utility communications architecture
MSVCB multicast sampled values control block WAN wide area network
MU merging unit
The performance evaluation of data transmission in single and
double bus networks in IEC 61850-based utility substations was - Y

evaluated by Kumar et al. [12] and the reliability analysis of the
substation automation system functions using PRMs was proposed
by Koénig et al. [13]. A research based on OPNET for the perfor-
mance analysis of a SAS architecture based on IEC 61850 was car-
ried out in [14]. A protection system, which can overcome hidden
failures in power systems, has been suggested by Gao and Thorp
[15], while a simulation model of a typical power system substa-
tion communication infrastructure deployment of IEC 61850 for
WAN applications was investigated by Golshani et al. [16]. Differ-
ent issues, which arose during the design and implementation of
IEC 61850 substations, were discussed in [17]. Different interoper-
ability issues were discussed in [18,19]. A flexible IED that can sup-
port the free allocation of functions to IEDs by means of software
reconfiguration only was proposed by Zhu et al. [20], while a
backup IED, which can be remotely converted into any type of pro-
tective IED without IED exchange, firmware update, or field con-
trol, has been designed in [21]. Multi-agent smart grid
automation architecture based on IEC 61850 and IEC 61499 with
intelligent logical nodes has been proposed by Zhabelova and Vyat-
kin [22]. A multilevel management system for operation testing of
a utility connected micro grid has been proposed in [23]. An ANN-
based forecast for management of IED network using IEC 61850
has been proposed by Chemin et al. [24]. Protection schemes based
on IEC 61850 and faults in relays have been analyzed by [25,26].
Several tests have been carried out for practical implementation
of smart grid by using IEC 61850 by [27-30]. A lot of research
has been done on reliability analysis [31] and the enhancement
of the reliability of power systems by utilizing IEC 61850
[32-35]. Periodic testing of IEDs is also necessary to ensure the
proper operation of IEDs during faulty scenarios. Continuation of
service to the end users during these tests is also necessary to
increase the overall reliability of the power network.

2. Testing of IEDs and novelty of proposed method

Several types of tests are required against the specifications,
from the product development through installation to the disposal
(end of life) of IEDs [36]. The general tests for an IED are

.

Type testing to meet functional design specifications

Hardware functionality and reliability
High accelerated life tests

High accelerated stress tests

Software functionality and fault tolerance
Features

Performance
System functionality
Performance of hardware and firmware i.e speed, time, I/O etc

Conformance to industry (i.e IEC Standards)

Interface testing
’|i;)nt panel display, LEDs etc
Communication ports and protocols
Conformance to standards i.e IEC 61850, Modbus, FTP, IRIG-B etc
Integration interoperability

Product testing to verify the customer requirements/needs
Product burn-in (Exposure to extreme temperatures)

Out-of-box audit (customer environment simulated testing)

Ongoing reliability test (to establish long term reliability)

- Customer acceptance testing

Pre-installation testing
Interoperability testing

Integration testing

- Factory acceptance test (FAT) of system
- Site acceptance test (SAT) of staged system

Maintenance testing (Throughout installed life of system)
Diagnosis (Time based maintenance)
Functional testing
Whole device testing
Troubleshooting (Event based maintenance)

Self testing (Continuous)

Fig. 1. General tests for an IED development.
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