Accepted Manuscript

NEUROCOMPUTING

Encrypted Domain Matching of Fingerprint Minutia Cylinder-Code
(MCC) with Iy Minimization

Eryun Liu, Qijun Zhao

PIl: S0925-2312(17)30245-X

DOI: 10.1016/j.neucom.2016.06.083 SO ot
Reference: NEUCOM 18041 PusICATIONS
To appear in: Neurocomputing

Received date: 25 January 2016

Revised date: 5 June 2016

Accepted date: 18 June 2016

Please cite this article as: EryunLiu, Qijun Zhao, Encrypted Domain Matching of Fin-
gerprint Minutia Cylinder-Code (MCC) with |y Minimization, Neurocomputing (2017), doi:
10.1016/j.neucom.2016.06.083

This is a PDF file of an unedited manuscript that has been accepted for publication. As a service
to our customers we are providing this early version of the manuscript. The manuscript will undergo
copyediting, typesetting, and review of the resulting proof before it is published in its final form. Please
note that during the production process errors may be discovered which could affect the content, and
all legal disclaimers that apply to the journal pertain.


http://dx.doi.org/10.1016/j.neucom.2016.06.083
http://dx.doi.org/10.1016/j.neucom.2016.06.083

Encrypted Domain Matching of Fingerprint
Minutia Cylinder-Code (MCC) with [4
Minimization

Eryun Liu and Qijun Zhao

Abstract

Fingerprint is a highly discriminative biometric modality and has\gainied a lot of interests in both
forensic and civil applications. However, it is well known that fingerprint template stored in plaintext
is vulnerable to attack. A secure fingerprint template has.to be both non-invertible and non-linkable.
Minutia cylinder-code (MCC) is a fixed-length and ‘highly discriminative type of minutia descriptor.
However, most of the current MCC based fingerprint{ matching algorithms do not possess the non-
linkable property. In this paper, a secured fingerprint: MCC matching scheme is proposed by utilizing
l1-minimization, where the enrolled fingerprint, MCC template is stored in cyphertext form (i.e., E-
MCC) and is recognizable only when a close enough query fingerprint presented to the system. Our
experimental results on FVC2002, DB1;, FVC2002 DB2 and FVC2004 DB1 databases show that the
proposed system is highly s€eure’and accurate. The GAR with FAR = 0 on FVC2002 DB1, FVC2002
DB2 and FVC2004 DB1 arey91.4%, 84.0% and 65.6%, respectively, with a security level of 33 bits.
The performance of the proposed encrypted domain matching algorithm outperforms state-of-the-art

fingerprint encryption algerithms.
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