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Abstract

The Java EE framework, a popular technology of choice for the development of web
applications, provides developers with the means to define access-control policies to
protect application resources from unauthorized disclosures and manipulations. Unfor-
tunately, the definition and manipulation of such security policies remains a complex
and error prone task, requiring expert-level knowledge on the syntax and semantics of
the Java EE access-control mechanisms. Thus, misconfigurations that may lead to un-
intentional security and/or availability problems can be easily introduced. In response
to this problem, we present a (model-based) reverse engineering approach that auto-
matically evaluates a set of security properties on reverse engineered Java EE security
configurations, helping to detect the presence of anomalies. We evaluate the efficacy
and pertinence of our approach by applying our prototype tool on a sample of real Java
EE applications extracted from GitHub.
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1. Introduction

Java EE is a popular technology of choice for the development of dynamic web
applications (serving also as the basis for other less general purpose frameworks) that
expose distributed information and services to remote users. In this scenario, security
is a main concern [1], as the web resources that constitute the web application can
be potentially accessed by many users over untrusted networks. As a consequence,
the Java EE framework provides developers with the means to specify access-control
policies in order to assure the confidentiality and integrity properties of the resources
exposed by web applications.

Unfortunately, despite the availability of these security mechanisms, implementing
security configurations remains a complex and error prone activity where high expertise
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