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 Defense mechanisms for the SD-IoT with non-patchable 

vulnerabilities are proposed. 

 Mechanisms change the attack surface of the SD-IoT. 

 Reconfiguration algorithms are developed to change the SD-IoT 

topology. 

 The graphical security model analyzes the security and 

performance of the SD-IoT. 

 Mechanisms increase the attack effort and maintain the network 

performance. 
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