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Abstract

Online Social Networks (OSNs) such as Facebook and Twitter have become
popular communication and information sharing tools for hundreds of mil-
lions of individuals in recent years. OSNs not only make people’s life more
connected, but also attract the interest of spammers. Twitter spam generally
contains deceptive information, such as “free voucher” and “weight loss ad-
vertisement” to attract the interest of victims. A comprehensive analysis on
the deceptive information will be of great benefit to the detection of Twitter
spam. This paper presents a study of deceptive information in Twitter spam.
The analysis is based on a collection of over 550 million tweets with around
6% spam. We find that various deceptive content of spam performs differ-
ently in luring victims to malicious sites. We also find the regional response
rate to various Twitter spam outbreaks vary greatly. These two factors can
contribute to improve the performance of spam detection techniques.
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1. Introduction

Twitter has now become one of the largest online social network sites.
Over 500 million registered users spend vast time making friends with people
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