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Abstract

Smart grids introduce many outstanding security and privacy issues, especially
when smart meters are connected to public networks, creating an Internet of
things in which customer usage data is frequently exchanged and processed in
large volumes. In this research, we propose a cloud-based data storage and
processing model with the ability to preserve user privacy and confidentiality
of smart meter data in a smart grid. This goal is achieved by encrypting smart
meter data before storage on the cloud using a homomorphic asymmetric key
cryptosystem. By applying the homomorphic feature of the cryptographic tech-
nique, we propose methods to allow most of the computing works of calculating
customer invoices based on total electricity consumption to be done directly on
encrypted data by the cloud. One of the outstanding features in our model
is the aggregation of encrypted smart meter readings using fixed-point number
arithmetic. To test the feasibility of our model, we conducted many experiments
to estimate the number of homomorphic additions to be performed by the cloud
and the computation time in different billing periods using data from the Smart
project, in which smart grid readings were continuously collected from different
households in every second within two months and electricity usage data col-
lected every minute from 400 anonymous houses in one day. We also propose
a parallel version of our billing algorithm to utilise the processing capability of
multi-core processors in cloud servers so that computation time is reduced sig-
nificantly compared to using our sequential algorithm. Our research works and
experiments demonstrate clearly how cloud services can strengthen the security,
privacy and efficiency of privacy-sensitive data frequently exchanged and pro-
cessed in an Internet of things where smart meters communicate directly with
public networks.
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