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In practical applications, an encryption scheme should withstand various leakage attacks
(e.g., side-channel attacks, cold-boot attacks, etc.). Thus, in this paper, a new leakage-
resilient certificateless public-key encryption (LR-CL-PKE) scheme is presented, and whose
security is based on the classic decisional Diffie-Hellman (DDH) assumption. Considering
the computational costs, because without bilinear pairing, our construction is more

efficient than traditional LR-CL-PKE schemes. Based on the hardness of the DDH assumption,

Keywords:

Cryptography

Certificateless public-key encryption
Leakage-resilience

Chosen ciphertext attacks

the security of our proposal is proved. Furthermore, in the leakage setting, our construction
can keep its claimed security even if the adversary can learn a certain amount of additional
information on the secret key through various leakage attacks.

© 2017 Elsevier B.V. All rights reserved.

1. Introduction

To simplify the certificate management in traditional
public key infrastructure, Shamir [1] introduced the con-
cept of identity-based encryption (IBE) scheme which is
a new cryptographic primitive. The public key is user’s
digital identity (such as telephone number, email address,
etc.) which can reduce the managing costs of certificates.
However, the IBE scheme requires a trusted third party to
generate the secret key for all identities. Therefore, the key
escrow problem is integrated in the IBE scheme.

To relieve the key escrow problem of IBE scheme and
certificate authorities in traditional public-key encryption
(PKE) scheme, a new notion of certificateless public-key
encryption (CL-PKE) scheme is presented [2]. In a CL-PKE
scheme, it also requires a trusted third party named key
generation center (KGC) to generate the partial secret key
and the partial public key for all identities. Thus, the user’s
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secret key can be computed from the partial secret key
and the secret value, where the secret value is generated
by user itself. Therefore, the KGC does not generate the full
secret key for the user. Instead, the KGC supplies the user
only with a partial secret key which is computed from the
user’s identity. Thus, the CL-PKE scheme can successfully
resolve the key escrow problem while avoiding the use of
certificates.

Traditionally, cryptographic infrastructures are researched
in an ideal model where participants have an internal se-
cret state that is assumed to be completely inaccessible
by the adversary. That is, in this model, an efficient ad-
versary can only see the appointed input and output of
a cryptographic scheme but cannot to access the inter-
nal secret information (e.g., secret key, etc.). In the real
life, an adversary will learn some partial information about
the internal secret information through various leakage at-
tacks, such as side-channel attacks, cold-boot attacks, etc.
If the adversary can obtain a certain amount of leakage on
the secret key, the traditional cryptographic schemes may
not be unable to keep their original security. To solve this
problem, the leakage-resilient cryptographic primitives are
constructed by cryptographic researchers in recently years,
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such as leakage-resilient public-key encryption (LR-PKE)
[3-5], leakage-resilient identity-based encryption (LR-IBE)
[6,7], leakage-resilient certificate-based encryption [8,9],
leakage-resilient authenticated key exchange [10], etc.

According to the results of [11], [12] and [13], Naor
and Segev [5] made a distinction between leakage-resilient
chosen-plaintext attacks (LR-CPA) and leakage-resilient
chosen-ciphertext attacks (LR-CCA). They suggested that
any public-key encryption (PKE) schemes based on the
hash proof systems (HPS) [14]| can be made secure against
LR-CPA with the help of randomness extractors. Two LR-
PKE schemes are constructed in [5]. The first scheme
is secure resist adaptive prior leakage-resilient chosen-
ciphertext attacks (LR-CCA1). The second scheme is se-
cure resist adaptive posteriori leakage-resilient chosen-
ciphertext attacks (LR-CCA2). Later, two new variants are
designed by Liu et al. [3] and Li et al. [4], these schemes
are more efficient than the original LR-PKE scheme [5]
in terms of computational costs. Furthermore, the first
leakage-resilient certificateless public-key encryption (LR-
CL-PKE) scheme is presented in [15], this scheme considers
different leakage conditions for Type I (third-party at-
tackers) and Type II (honest-but-curious PKG) attackers,
following the classification in traditional CL-PKE scheme.
Xiong et al. [15] provided a concrete construction based on
the bilinear pairing, and prove its security in the standard
model. However, this scheme is only achieve the LR-CPA
security and LR-CCA1 security.

2. Preliminaries, assumption and tools

In this section, we first introduce some notations, com-
putational assumption on which the security of our pro-
posal is mainly based. Next, we present the definitions and
some properties of statistical distance, minimum entropy,
universal hash and average-case strong extractor which are
important tools that will be used in our construction and
security analysis. Finally, we give the description on the
leakage oracle.

2.1. Notations

Let k € N denote the security parameter and 1¥ denote
the string of k ones. For an integer n, we use the notation
[n] to denote the set {1,2,---,n}. If S is a string, then |S]|
denotes its length, while if S is a set then |S| denotes its
size and s <—g S denotes the operation of picking an ele-
ment s uniformly at random from S. We denote y < A(x)
the operation of running .A with input x and assigning y as
the result. We use negl(k) to denote the set of all functions
which are negligible in security parameter k. An algorithm
A is probabilistic polynomial-time (PPT) if A is random-
ized and the computation of .4 for any input terminates in
at most polynomial steps.

2.2. Target collision resistant

Definition 1 (Target collision-resistant [13]). Let Hz = {H; :
X — YV}icz be a set of one-way hash functions, then Hz
is target collision-resistant if any PPT adversary .A has neg-

ligible probability Advj (k) =Pr[H;(x) = Hi(X) A X #X']
for any i € Z, where x <—g X and X' < A(x, H;).

2.3. Computational assumptions

Let G(1%) be a PPT algorithm that outputs a tuple G =
(q, G, P), where q is a big prime, G is a group of order q,
and P is a generator of G.

Definition 2 (Decisional Diffie-Hellman, DDH [13]). Given
two 4-tuple (P,aP,bP,abP) and (g, g% g° Qppy) for
some unknown elements a, b <—¢ Z;Ik and Qppy <R G, the
purpose of DDH problem is decided whether Qppy =abP
or not. The DDH assumption states that for any PPT ad-
versary A, the advantage AdvPPH(k) = |Pr[A(P,aP,bP,
abP) = 1] — Pr[A(P,aP,bP,Q) = 1]| of A to solve the
DDH problem is negligible.

2.4. Randomness extraction

The statistical distance of two random variables X and
Y is SD(X,Y) = % Zwesz |Pr[X = w] — Pr[Y = w]|, where
X and Y are two random variables over a finite domain
Q. The min-entropy of a random variable X is Heo(X) =
— log(maxyPr[X = x]) [16].

Definition 3 (Average min-entropy [16]). The average con-
ditional min-entropy of random variable X conditioned
on a variable Z is ﬁm(X|Z) = log(E;max,Pr[X = x|Z =
7]) = —log(Eyz[2 Heo(X1Z=2)])  where Ho(X|Z) denotes
the remaining unpredictability of random variable X con-
ditioned on another variable Z. Namely, for any PPT ad-
versary A, we can get Pr(A(Z) = X) = E;[Pr(A(Z) = X)] <
E,[2 Hoo(X1Z=2)] = 3~ Hoo(XI2)

Lemma 1 ([16]). Let X, Y and Z be random variables, if Y has
at most 2* possible values, then we will have Hoo (X|(Y, Z)) >
Hoo(X]Z) — A.

Definition 4 (Randomness extractor [16]). An efficient com-
putable function Ext : {0,1}" x {0, 1} — {0,1}/m is an
average-case (k, &)-strong extractor if for all pairs of ran-
dom variables (X, Y) such that X € {0, 1}/" and Hoo(X|Y) >
k, we have SD((Ext(X,S),S,Y),(Un,S,Y)) < &, where
S <R {0, 1}, Uy <g {0, 1}, and ¢ is negligible.

Definition 5 (Universal hash [16]). A family of functions
Hs ={Hs : X - V}ses is universal if Prs. g[Hs(x1) =

Hs(x)] < I)11_\ for all distinct x1 # xp < X.

Lemma 2 (Leftover hash lemma [16]). Let Hs = {Hs : X —
YV}ses be a family of universal hash functions. Let Uy is a uni-
form distribution over the domain ). For any two random vari-
ables X <—g X and C, it holds that

SD((Hs(X), S), Uy, S)) < 34/2~ =X Y| and
SD((Hs(X).S.C). (Uy, S, 0)) < 327 HXiO|y).
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