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Abstract. To examine the integrity and authenticity of an IP address efficiently 
and economically, this paper proposes a new non-iterative hash function called 
JUNA that is based on a multivariate permutation problem and an anomalous 
subset product problem to which no subexponential time solutions are found so 
far. JUNA includes an initialization algorithm and a compression algorithm, 
and converts a short message of n bits which is regarded as only one block into 
a digest of m bits, where 80   m   232 and 80   m   n   4096. The analy-
sis and proof show that the new hash is one-way, weakly collision-free, and 
strongly collision-free, and its security against existent attacks such as birthday 
attack and meet-in-the- middle attack is to O(2m). Moreover, a detailed proof 
that the new hash function is resistant to the birthday attack is given. Compared 
with the Chaum-Heijst-Pfitzmann hash based on a discrete logarithm problem, 
the new hash is lightweight, and thus it opens a door to convenience for utiliza-
tion of lightweight digital signing schemes. 
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1 Introduction 

Message digests outputted by a hash function may be utilized to examine the integ-
rity and authenticity of IP addresses in a transmitted data packet so as to prevent the 
source address and destination address from being tampered or forged. 

Let  be a hash function, and usually, it has the four properties as follows [1][2][3]: 
 given a message , it is very easy to calculate the message digest  =  ( ), 
where  is also called a hash output, namely  is computable; 

 given a digest , it is very hard to calculate the message  according to  =  

( ), namely  is one-way; 
 given any arbitrary message , it is computationally infeasible to find another 
message  such that ( ) = ( ), namely  is weakly collision-free; 
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