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Abstract

Mobile ad hoc networks have been used in many application areas such as sensors, file sharing and vehiele-to-vehicle communica-
tions. Providing secure communications among the users in such networks is a significant issue. Group key agreement protocols
are frequently used to provide security in mobile ad hoc networks. There is a number of problems related to the use of group key
agreement protocols in mobile ad hoc networks, such as adaptation in cluster-based communi€ations, securely selecting the cluster
head for inter-cluster communications, providing secure group key update mechanism for"dynamic groups and reducing costs of
communications and computations. In this study, we propose a secure and efficient group key agreement protocol that is adaptive
for cluster-based communications in mobile ad hoc networks. We describe a novel secure cluster-head selection mechanism in the
proposed protocol. The protocol provides security for dynamic group operations intaddition to the basic security properties. The
proposed protocol also provides better performance in terms of reducing the communications and computational costs. Finally, we
present a set of simulations for the proposed protocol in mobile ad hoc networks scenario.
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1. Introduction

Mobile ad hoc networks (MANETS) have been used in many.
application areas such as sensors, file sharing and vehicle-to-
vehicle communications. Since entities in MANETS are meo-
bile, providing secure communications among participants are
significant issue. To overcome this issue, group‘key exchange
protocols are used. Such protocols are categorized as key dis-
tribution and key agreement protocols. InKey distribution pro-
tocols, there exists a centralized authority, such'as’an entity in
the network or a trusted third party, to.disttibute group keys to
participants. In key agreement protocols, all participants in the
group compute a shared key by~using some public parameters
and functions. Since MANETs jare decentralized and mobile
networks, group key agreement protocols are better candidates
than key distribution protocols for providing secure communi-
cations.

First, the key exchange protocol has been proposed by Diffie
and Hellman, enabling only two participants to agree on a com-
mon key in [Ifs.In [2], two-party secure key exchange is ex-
tended to multi-party secure key exchange. After the protocol
in [2], various protocols have been published on multi-party
setup [3, 4, 5]. Although Burmester and Desmedt in [6] is the
most performance-efficient group key agreement protocol in lit-
erature, the protocol does not provide authentication property.
Authentication is used for confirming the identities of partici-
pants in the group communication [7]. In [8], an improved ver-
sion of Burmester-Desmedt protocol was proposed with authen-
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tication”and other important security properties such as fault-
tolerance and forward secrecy. The fault-tolerance property,
which is introduced by Tzeng in [9, 5], is necessary for de-
tecting and correcting the malicious behaviour of participants
during key computations. The forward secrecy property is also
crucial for providing security against compromising group keys
if the long-term private key of any participant is compromised
[10, 11]. Tseng’s protocol also provides dynamic group opera-
tions which are sometimes called as auxiliary group key agree-
ment operations. Such operations are used for efficiently up-
dating the group key without re-executing the protocol for all
of the participants in the group [9, 12, 13, 14]. Tseng’s proto-
col is one of the efficient group key agreement protocols since
Burmester-Desmedt protocol. However, the protocol has secu-
rity vulnerabilities against known-key attacks as shown in [15].
In this study, one of our motivation is to improve the security of
the protocol against known-key attacks.

MANETs are formed by a combination of clusters. Com-
munications of participants in MANET are categorized as in-
cluster and inter-cluster communications. The first one is the
communications of participants that are the member of the same
cluster. The second one is the communications of participants
that are not the member of the same cluster. In order to or-
ganize secure communications for such cluster-based network,
the most of the existing secure communications protocols use
two level security approach [16, 17, 18]. In the two-level se-
curity approach, different group key agreement protocols are
used for in-cluster communications and inter-cluster communi-
cations. Cluster heads become the responsible node for decrypt-
ing/encrypting incoming/outgoing messages for inter-cluster com-
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