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a b s t r a c t 

Mobile wireless sensor networks (MWSNs) are wireless networks of small sensors moving around a cer- 

tain coverage area relaying information among themselves and conveying their readings and data to base 

stations. Imposters are malicious nodes actively engaging other legitimate nodes in the network to read or 

inject wrong data. MWSN are susceptible to imposter attack and therefore, the protection of MWSN from 

imposter nodes placed by an adversary to contaminate the sensed data is essential for the reliability of its 

operation. Imposters detection algorithms need to be distributed in nature and therefore they are suscep- 

tible to variety of faults that can perturb the variables for algorithm and cause a major malfunction in the 

operation of the algorithm and subsequently the entire network if proper recovery mechanisms are not 

employed. The distributed nature of imposter detection schemes for WSN and the physical environment 

where the sensors are deployed require some approaches such as stabilization to deal with faults. A stabi- 

lizing distributed algorithm can withstand transient faults and start in an arbitrary initial configuration by 

eventually entering a legitimate system configuration regardless of the current system configuration. We 

view a fault as a transient fault if it affects the states of the system processes but not their program. In 

this paper, we propose an imposter detection scheme that can effectively deal with transient faults and 

arbitrary initialization. In addition, the proposed algorithm effectively adapts to the introduction and the 

removal of sensor nodes to/from the WSN which makes the proposed algorithm appropriate for practical 

sensor network applications. Other faults that can occur in the network and in the nodes are beyond the 

scope of this work. 

© 2017 Elsevier B.V. All rights reserved. 

1. Introduction 

A mobile wireless sensor network (MWSN) is a network of 

small sensor nodes usually deployed in an area of special inter- 

est to sense critical data like humidity, radiation, animal move- 

ments and feeding habits, etc. [1] . The sensor nodes are mobile in 

a confined geographic area with random direction and fixed speed. 

Sensor nodes can either relay information among themselves in 

a distributed fashion and sensed data can reach the base station 

through the use of appropriate WSN routing algorithms, or the use 

of a mobile central sink that moves around the network and col- 

lects the sensed data from the nodes. Sensor nodes are limited in 

both their battery power and their processor computation power, 

which lower their cost and make them more attractive to deploy 
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in large number over a vast geographical area. However, these lim- 

itations restrict the amount of data that the sensor node can gen- 

erate, process, store, and relay. 

To further reduce the cost, weight, and volume of sensor nodes, 

they are typically not equipped with any physical tamper proof 

casings. Therefore, an adversary can physically capture a node and 

extract its id, authentication keys, state and program. The adver- 

sary can install the extracted information into one or more sensor 

nodes called replicas (or imposters ) which the adversary can then 

deploy in the network. Once deployed, legitimate nodes consider 

the replicas as legitimate and continue to communicate with them 

since they possess the required security credentials. These mali- 

cious replica nodes then are be able to eavesdrop confidential com- 

munications, disconnect the network by ceasing to relay data from 

other legitimate nodes, or send falsified information leading to dif- 

ferent attacks such as sinkhole attacks, HELLO flood attacks, etc. 

[2] , which subsequently can hinder or disable the network opera- 

tion. This form of attack is known in the literature as the imposter 

or node replication attack Unlike a typical WSN, where sensor nodes 

are stationary and the geographic location of a sensor node can be 

used to authenticate its identity, in a MWSN, nodes continuously 
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move and hence using the geographic location to authenticate the 

identity of the sensor node is unfeasible, and hence making MWSN 

susceptible to imposter attacks . Therefore, it is vital for the proper 

operation of a MWSN to detect imposters through which variety of 

security threats can be prevented. 

Various types of faults can occur in wireless sensor networks. 

In particular, WSNs are highly vulnerable to transient faults since 

they are deployed in unprotected natural environments without 

much protection against rays and other environment factors due to 

weight restrictions. In [3] , Koushanfar et al. define transient faults 

as “The consequence of temporary environmental impact on other- 

wise correct hardware. For example, often the impact of cosmic ra- 

diation may be transient”. In [4] , Finocchi et al. stated that cosmic 

rays and radiation can cause soft faults on the circuit memory, “In- 

deed, soft memory errors due to power failures, radiation and cos- 

mic rays tend to increase with memory size and speed [20,27,33] , 

and can therefore have a harmful effect on memory reliability”. In 

[5] , Ziegler et al.conducted studies on the effect of cosmic rays on 

different 16 Mb DRAM Memory chips, and concluded that there 

is a correlation between memory chip cell design and SER sensi- 

tivity to cosmic rays. In [6] , the authors state that as the density 

of circuits increase transient (soft faults) become more frequent. 

Since mobile sensor nodes are made with VLSI memory chips and 

are exposed to the harsh environment, radiation, and cosmic rays, 

hence, these memory chips experience transient faults just as any 

electronic component does. Let system processes be the set of all 

processes in the system, state of a process be defined by the values 

of its variables, and system configuration be a Cartesian product of 

the states of all processes. We view a fault as a transient fault if 

it affects the states of the system processes but not their program. 

Programs can be stored in ROM or safe memory elements that are 

not vulnerable to transient faults, therefore such an assumption is 

realistic. 

Moreover, during the operation of the system, a WSN can have 

nodes joining and leaving the network due to node failures, sab- 

otage, battery power expiry and addition of new or replacement 

nodes. These changes in the network can also cause the system to 

enter an illegitimate configuration , a system configuration in which 

the system exhibits undesirable behavior, where the imposters are 

not detected and/or false positives , legitimate nodes detected as im- 

posters, are produced. These faults can occur at the initial stage 

of network deployment, during the operation of the network and 

when nodes join the network due to the addition of new or re- 

placement nodes, or leave the network due to node failures, sab- 

otage, and battery power expiry. These cases cause the system to 

enter an illegitimate system configuration for the distributed im- 

poster detection algorithm. 

A system is said to be stabilizing if, regardless of the system’s 

initial state, it is guaranteed to reach a legitimate state in finite 

time (or a finite number of steps) and the system configuration 

remains legitimate, thereafter. Due to this behavior, a stabilizing 

system withstands transient faults in the system variables and 

revert the system back to a correct and legitimate configuration 

where the normal operation of the system resumes and con- 

tinues. To tolerate transient faults and eventually converge to 

a legitimate configuration where all the imposters are detected 

and all those detected are imposters, a stabilizing imposter de- 

tection algorithm is essential for a WSN. A system’s ability to 

start in an arbitrary initial state is also highly desirable in sensor 

networks as such systems can avoid initialization overhead and 

can often readily deal with introduction and removal of sensor 

nodes. Therefore, it is vital for critical algorithms such as the 

imposter detection algorithm to be stabilizing. There exist several 

imposter detection schemes proposed in the literature [3–12] . 

However, none of these can handle transient faults in the system 

variables that can cause the scheme to function unpredictably and 

potentially render the scheme ineffective in detecting imposters in 

the network. 

In our previous works [7,8] , we developed a replica/imposter 

detection in mobile WSN. In this work however, we focus on de- 

veloping a stabilizing replica/imposter detection algorithm for a 

mobile WSN with soft faults. The proposed algorithm detects and 

quarantines imposters without any need to initialize sensor nodes 

and tolerates transient faults without a time overhead to quaran- 

tine all imposters in the network. Although there are limited num- 

ber of stabilizing algorithms for WSNs, our work in this paper is 

the first stabilizing replica/imposter detection for a mobile WSN. It 

is a novel approach in the area. Stabilization is a strong and de- 

sired property that brings resilience to transient faults and allow 

the system to start from arbitrary initial state. This property is es- 

pecially important is mobile WSNs to accommodate the addition 

new nodes to the network and the removal of nodes due to de- 

struction or battery charge depletion making the proposed scheme 

appropriate for practical sensor network applications. 

This paper is organized as follows. In Section 2 we survey re- 

lated work on imposter detection in MWSN. In Section 3 , the 

model of computation and assumptions are discussed, while in 

Section 4 , the proposed algorithm is presented. The correctness 

and stabilization of the proposed algorithm is proved in Section 5 . 

In Section 6 we present our experimental results, and finally, 

Section 7 concludes the paper. 

2. Background 

There are various schemes proposed for imposter detection, or 

node replication attack detection , in literature for wireless sensor 

networks. Initial work [9–11] focused on the study of radio-based 

detection which attempts to authenticate nodes, and eventually 

detect imposters, based on signal strength or other physical char- 

acteristic of radio communication. Parno et al. [12] proposed a 

scheme, called Randomized Multicasting , which is devised mainly 

for stationary WSNs. In their scheme, a number of random wit- 

ness nodes are chosen, then each node in the network sends loca- 

tion claims to these witness nodes. If a witness node receives more 

than one location claim for a node id , a node replication attack is 

detected. 

Abirami in [13] proposed the Range-based Detection Method 

scheme for MWSN. This distributed scheme utilizes the fact that if 

a node is detected somewhere, it cannot appear somewhere else. 

Each node estimates the distance to its neighbors and categorizes 

these neighbors either as close neighbors or far ones. This informa- 

tion is stored in a neighbor-information table, which is periodically 

broadcasted. Upon comparing between those received neighbor- 

information tables, a node replication attack can be detected. 

A Challenge and Response Based Strategy is proposed in [14] . In 

this scheme each node has two arrays for storing random num- 

bers, array S for the sent random numbers, and array R for the 

received random numbers. Also each node has a Blacklist array to 

store the blacklisted nodes. When two nodes meet, they check if 

the other node is blacklisted or not. Otherwise, they check whether 

they have sent and received stored random numbers. If the nodes 

have not encountered aprior, each node generates a random num- 

ber within a range, hashes this random number using a hash func- 

tion and sends this hash value to the other node. The random 

number is then stored in the nodes S array, while the received 

hash value will be stored in the R array. When the two nodes meet 

again, they exchange the previously received hash value and each 

node hashes value the random number it previously stored in its 

S array. If the two values match, which means the nodes are gen- 

uine, new random values are generated and new hash values are 

exchanged. Otherwise, if the values do not match, which means 

the node is a replica, the node is added to the blacklist. 
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