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a b s t r a c t 

Network Coding is a technique that combines packets in the network with the potential to mitigate 

packet lost. In wireless communication systems, traditionally, dropped packets are recovered using re- 

transmissions. By combining packets using network coding, it is possible to recover the transmitted in- 

formation without needing to retransmit all the lost packets to all the nodes. In this paper, we present 

a show-case that applying Network Coding to data dissemination for Wireless Sensor Networks provides 

benefits even for small values. CodeDrip is a data dissemination protocol with Network Coding capabil- 

ity. Dissemination is typically used to query nodes, send commands, and reconfigure the network. Cod- 

eDrip utilizes Network Coding to improve energy efficiency, reliability, and speed of dissemination. While 

previous work in combining network coding and dissemination focused on bulk data dissemination, we 

optimize the design of CodeDrip for dissemination of small values. We perform extensive evaluation of 

CodeDrip on simulations and a large-scale testbed and compare against the implementations of Drip, DIP 

and DHV protocols. We evaluate with more than 350 physical sensor nodes. Results show that CodeDrip 

is faster, smaller and sends fewer messages than Drip, DHV and DIP protocols. 

© 2016 Elsevier B.V. All rights reserved. 

1. Introduction 

Network Coding [3] is a technique that combines packets in the 

network with the potential to increase throughput, decrease en- 

ergy consumption, and reduce the number of messages in Wireless 

Communication Systems. 

Wireless Sensor Network (WSN) consists of a large number of 

nodes with sensing, computation, and wireless communication ca- 

pability. This sensor network is typically deployed to collect data 

from the environment or other physical spaces. Wireless commu- 

nication and energy efficiency are key requirements for WSNs, es- 

pecially in applications where we retrofit existing infrastructure. 

Many WSN applications require the capability to send messages 

from a base station or controller node to all the nodes in the 

network. This type of communication pattern is called dissemina- 

tion , or one-to-many. Dissemination is typically used to send com- 

mands, query, reconfigure and reprogram the network. A data dis- 

semination protocol for sensor networks needs to overcome several 
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challenges. First, the energy in each sensor node is limited by the 

battery or energy harvesting capacity, thus it is important to save 

energy to increase the sensor node’s operational lifetime. Second, 

sensor nodes typically do not have powerful CPUs, so they might 

not be capable of executing complex matrix operations or com- 

plex communication protocols. Finally, wireless communication is 

susceptible to transmission errors and packet loss. A dissemination 

protocol should not only be reliable and energy efficient, but also 

fast. 

In this paper, we present CodeDrip, 1 a data dissemination pro- 

tocol for Wireless Sensor Networks. CodeDrip uses Network Coding 

to improve energy efficiency, reliability, and speed of dissemina- 

tion. Instead of simply retransmitting received data packets, sensor 

nodes combine various packets into one, and retransmit the com- 

bined packet to its neighbors. Therefore, packet loss is mitigated 

since lost packets might be recovered through the decoding of oth- 

ers combined packets. By avoiding retransmission, the dissemina- 

tion process might finish faster. 

Existing data dissemination protocols for Wireless Sensor Net- 

works present a tradeoff: save energy at the expense of dissemina- 

1 This work is based on preliminary conference version [8] . 
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Fig. 1. Selected classes of dissemination protocols in sensor network. CodeDrip uses 

network coding to make dissemination of small data efficient and fast. 

tion speed. These protocols use transmission of summaries or ver- 

sion numbers and attempt to selectively transmit the missing data 

to avoid redundant transmission. While this strategy saves energy, 

it could incur large delays. Through extensive experiments, we find 

that CodeDrip provides faster data dissemination while transmit- 

ting fewer messages than most previous approaches. 

Network Coding is not a new idea in wireless communication. 

However, previous work such as COPE [16] , cannot be applied to 

WSNs because these algorithms require large memory overhead. 

Network coding schemes such as Rateless Deluge [13] and Adap- 

Code [14] have been previously proposed in wireless sensor net- 

works and are shown to have low memory and computational 

overhead. However, these WSN dissemination protocols are de- 

signed for bulk data dissemination. There has been no previous 

study of effectiveness of network coding in dissemination of small 

values . Previously, it was thought that there would be limited op- 

portunity to combine packets in dissemination of small values, 

hence the focus on bulk data dissemination. We identify the op- 

portunity to make dissemination of small values efficient with net- 

work coding and fill this gap in sensor network protocol design 

space. 

Our main contributions are as follows. First, we present the de- 

sign and implementation of CodeDrip. Second, we study the per- 

formance of CodeDrip through extensive simulation and testbed 

experiments on the KanseiGenie testbed [26] . We evaluate Cod- 

eDrip with more than 350 physical sensor nodes. Our work is a 

realistic show-case that Network Coding benefits real-world appli- 

cations. Third, we compare CodeDrip to the data dissemination of 

small values with Drip, DIP [23] and DHV [5] and quantify the Net- 

work Coding gain and show that Network Coding is useful even for 

dissemination of small values. 

Our work is organized as follows. In the next section, we 

present the related work. CodeDrip is explained in Section 3 . We 

present the simulation results in Section 4 and the testbed experi- 

ments in Section 5 . We conclude in Section 6 . 

2. Related work 

There is a large body of work in dissemination protocols for 

WSN. Fig. 1 summarizes the major classes of dissemination pro- 

tocols. In this section, we describe how some of the dissemination 

protocols fit in the design space of dissemination protocols and ap- 

plication of network coding in dissemination. 

2.1. Dissemination of small values 

Trickle [21] is used as a building block for a number of dis- 

semination protocols that propagate code or small values in WSN. 

Trickle has two key features that allows it to be efficient: the timer 

Fig. 2. Drip example. There are three values to be disseminated. Each value is in- 

dependently associated with a Trickle timer. Each packet has a value (rectangles on 

the left side). Each dot represents when the timer fires and a message is sent. 

control algorithm and duplicate suppression. Trickle timer doubles 

its interval every time it fires. Thus, over the long run, the interval 

converges to a very large maximum value. The timer can be reset 

to a small value when a new message needs to be sent. Trickle 

uses version numbers to detect and suppress duplicate transmis- 

sions. A node periodically broadcasts its version but stays silent 

and increases the interval if it hears several messages from its 

neighbors containing the same version number. When a node re- 

ceives a new version number, the node resets the timer and trans- 

mits the message. CodeDrip uses Trickle timer in its design. 

Some works [9,27] study the Trickle performance. In [27] , 

the authors present an analytical study of the performance of 

Trickle algorithm for data dissemination. In [9] , the authors an- 

alyzed Trickle parameters and proposed a modification when a 

new node joins the network. Moreover, the CTP work [11] evalu- 

ates the Trickle adaptive beaconing and presents some discussion 

about Trickle timers and different parameters. 

Drip [28] is the simplest data dissemination protocol that uses 

Trickle timer. Each time an application transmits a message with 

Drip, a new version number is used. The new version number 

causes the protocol to reset the Trickle timer and thereby trans- 

missions in the network to disseminate the new value. Redundant 

transmissions are detected using version numbers and suppressed. 

When the application does not inject new messages, the timer 

interval increases which causes the control overhead to level off. 

When a new message is injected, the new version number causes 

the timer to reset and the nodes disseminate the message. Fig. 2 

shows how Drip works when it is used to disseminate three values. 

Dissemination of each message is paced by its own Trickle timer. 

DIssemination Protocol (DIP) [23] is a data discovery and dis- 

semination protocol. DIP continuously measures network condi- 

tions and estimates whether each data item requires an update. In 

DIP, a node periodically broadcasts a summary message, contain- 

ing hashes of its keys and versions. A hash-tree based algorithm 

detects if there is an update. DIP scales logarithmically with the 

total number of items. DHV [5] is a code consistency maintenance 

protocol. DHV’s key contribution is its technique to efficiently de- 

termine when to perform code updates. DHV detects and identi- 

fies which code item need updates at the bit level. DHV uses the 

Trickle timer to control transmission rate and duplicate suppres- 

sion. 

DIP and DHV are examples of dissemination protocols that op- 

erate at the level of a group of messages (for example, to compute 

summaries). On the other hand, Drip operates at the granularity of 

a single message. In DIP and DHV, all nodes must agree on a fixed 

set of data item identifiers before dissemination. DIP and DHV can 

scale to a large number of data item updates, however perform 

worse than Drip on small number of data items or updates [12] . 

2.2. Bulk and middle-sized data dissemination 

A different set of dissemination protocols have been proposed 

for middle or large-sized objects. Maté [19] and Tenet [24] opti- 

mize the design of their dissemination protocols for middle-sized 

objects. Maté virtual machine disseminates code capsules to install 
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