
Accepted Manuscript

Reversible Data Hiding for Rightful Ownership Assertion of Images in Encryp-
ted Domain over Cloud

Priyanka Singh, Balasubramanian Raman

PII: S1434-8411(16)31055-X
DOI: http://dx.doi.org/10.1016/j.aeue.2017.03.005
Reference: AEUE 51811

To appear in: International Journal of Electronics and Communi-
cations

Please cite this article as: P. Singh, B. Raman, Reversible Data Hiding for Rightful Ownership Assertion of Images
in Encrypted Domain over Cloud, International Journal of Electronics and Communications (2017), doi: http://
dx.doi.org/10.1016/j.aeue.2017.03.005

This is a PDF file of an unedited manuscript that has been accepted for publication. As a service to our customers
we are providing this early version of the manuscript. The manuscript will undergo copyediting, typesetting, and
review of the resulting proof before it is published in its final form. Please note that during the production process
errors may be discovered which could affect the content, and all legal disclaimers that apply to the journal pertain.

http://dx.doi.org/10.1016/j.aeue.2017.03.005
http://dx.doi.org/10.1016/j.aeue.2017.03.005
http://dx.doi.org/10.1016/j.aeue.2017.03.005


  

Reversible Data Hiding for Rightful Ownership

Assertion of Images in Encrypted Domain over Cloud

Priyanka Singh and Balasubramanian Raman

Department of Computer Science and Engineering, Indian Institute of Technology
Roorkee,Roorkee, Uttarakhand, INDIA

Abstract

The explosive growth in the multimedia contents is shifting the global
infrastructure towards cloud based paradigm which is facilitated with enor-
mous storage capacity and high end computational resources. However, the
high chances of security breaches possible in the wide attacking surface of
public cloud is alarming for measures that could put it in check. Encryption
before outsourcing may serve as a possible solution but maintaining the same
cloud services in encrypted domain is very challenging problem. Towards this
end, we have proposed a reversible data hiding scheme in encrypted domain
that will securely transmit the media information over cloud architecture
and prove its rightful ownership. The scheme is based on Chinese Remain-
der Theorem(CRT) based secret sharing scheme that distributes the media
information into multiple encrypted shares and embeds a secret information
into the encrypted shares based on a secret key. These data embedded en-
crypted shares could now be securely outsourced to the remotely distributed
cloud data centers where they may be attacked by the intruders. The robust-
ness has been validated against different attack scenarios in the encrypted
domain and the proposed scheme was found to be performing satisfactorily
well.
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1. Introduction

Cloud based paradigm has attracted the global infrastructure with sub-
stantial benefits of high end computational resources and enormous stor-
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