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a b s t r a c t 

IPv4 Transfer Markets have recently emerged as a mechanism for prolonging the usability of IPv4 address 

space. They facilitate the trading of IPv4 address space, which constitutes a radical shift transforming IPv4 

addresses from a free resource to a commodity. In this paper, we conduct a comprehensive analysis of all 

IPv4 transfers that are published by three regional Internet registries. We analyze the overall evolution of 

transfer markets, whether they lead to a healthy redistribution of IP addresses, and the interplay between 

transfers and IPv6 adoption. We find that, to a large extent, IPv4 transfers serve their intended purpose 

by moving IP blocks from those with excess to those in need - transferred address blocks appear to be 

routed after the transfer, the utilization of transferred blocks is greater after the transfer date and a high 

percentage of the transferred space comes from legacy space. We have also proposed a methodology for 

detecting IPv4 transfers in the wild that tracks changes in origins of IP prefixes in the global routing 

table. This method yields promising results, yet it produces a large number of false positives due to the 

noisy nature of routing data. We have investigated the cause of these false positives and verified that 

they can be reduced to a volume analyzable by a human operator. 

© 2017 Elsevier B.V. All rights reserved. 

1. Introduction 

In the course of the last few years we have witnessed a rapid 

decrease in the number of available IP version 4 (IPv4) addresses. 

Currently, four of the five Regional Internet Registries (RIRs) are al- 

locating from their last /8 address block, which is the last 2 24 ad- 

dresses that a RIR has at its disposal [1–4] . Moreover, the American 

Registry for Internet Numbers (ARIN) reported in September 2015 

that it has no more available IPv4 addresses [5] . The Internet com- 

munity foresaw this problem and designed a new version of the IP 

protocol, IP version 6 (IPv6) [6] , which considerably extends the IP 

addressing space (i.e., from 2 32 to 2 128 IP addresses). Even though 

this version was standardized more than 20 years ago, its uptake 

has been slow [7,8] . 

The continuing demand for IPv4 addresses and the slow transi- 

tion to IPv6 have resulted in organizations looking for other means 

to fulfill their IP addressing needs. One such mechanism is the 

IPv4 Transfer Market , which facilitates the sale of IPv4 addresses 

between organizations with excess ( sellers ) and organizations with 

deficit ( buyers ) of IPv4 address space. IP address trading between 
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these organizations is subject to rules and regulations imposed by 

the RIRs, which differ from one RIR to another. Buyers and sell- 

ers need to submit a transfer request to their local RIR, which de- 

cides whether to allow/disallow the transfer based on its internal 

policies. IPv4 transfer transactions can involve a third-party partici- 

pant (known as IPv4 broker ) that facilitates the process of exchang- 

ing the address blocks between a seller and a buyer. Four of the 

five RIRs have implemented policies that allow transfer of address 

resources; i.e., Asia Pacific Network Information Centre (APNIC), 

Réseaux IP Européens (RIPE), American Registry for Internet Num- 

bers (ARIN) and Latin America and Caribbean Network Informa- 

tion Centre (LACNIC). The first intra-RIR transaction was reported 

by ARIN in 2009. Three years later, the first inter-RIR transaction 

was reported between organizations registered in North America 

(i.e., ARIN) and Asia Pacific (i.e., APNIC). The RIRs make the lists of 

completed transfers available to the public in an attempt to pro- 

vide more transparency into the address transfer process. 

IPv4 transfer markets are a source of controversial discus- 

sions [9–14] . On the one hand, the transfer markets can extend 

the usable life of IPv4, but they could also delay the adoption of 

IPv6 or halt it altogether, cause further fragmentation of the ad- 

dress space and larger IPv4 routing tables, or generate destabiliz- 

ing speculation and/or hoarding behavior. It is not clear that ad- 

dress space owners, especially holders of legacy space, will adhere 
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to RIR transfer policies; even now address blocks may be chang- 

ing hands without the knowledge of the RIRs. We believe an em- 

pirically grounded characterization of address transfer activity will 

inform the on-going debate on the relative benefits and harms of 

IPv4 address space markets. 

In this work we conduct an empirical analysis of IPv4 trans- 

fer markets. In the first part of the paper, we focus on the 

transferred address blocks published by the RIRs. We character- 

ize these transactions along various dimensions: the type of ad- 

dress space being exchanged on the market, whether that space 

is subsequently used by the buyers, the organizations involved 

in the transfers, and the impact of the market on IPv6 adoption 

and the global routing table. Based on our results there does not 

appear to be any evidence of a hoarding behavior by the buy- 

ers of address space. Most of the address space is routed af- 

ter the transfer date, and the utilization of transferred address 

blocks shows an increasing trend after the transfer. We find that 

63% of the address space traded on the market represents legacy 

address space hinting at a healthy redistribution of such space. 

Our analysis also indicates the existence of a few dominating 

players that exchange most of the transferred blocks in each 

region. 

In the second part of the paper, we propose a method for in- 

ferring transfers “in the wild”. Using routing data generated by 

the Border Gateway Protocol (BGP), we construct an initial list of 

candidate transfers based on the observed change in the origin 

Autonomous Systems (AS) of a prefix over time. A major chal- 

lenge is that prefixes may change origin ASes for reasons other 

than transfers, e.g., movements internally within an organization, 

transient prefix hijacks, and traffic engineering. We devise a set 

of BGP filters to remove false positives from the list of candi- 

date transfers. Our methodology infers more than 90% of the de- 

tectable reported transactions. However, our BGP-based approach 

also produces a large number of false positive BGP movements. 

We investigate possible causes of these false positives by analyz- 

ing three case studies. We find that many such movements are 

related to non-BGP speaker organizations, as well as operational 

changes in the IPv4 address space of the organizations. We also 

show that leveraging additional data sources, like Domain Name 

System (DNS) name data and RIR resource allocation records, can 

further reduce false positives to a level that can be vet by a human 

operator. 

This paper is a longer and more comprehensive version of an 

earlier work [15] . More specifically, we have extended the mea- 

surement period by two years and revised our inferred method- 

ology by investigating the usage of auxiliary data for detect- 

ing transfers. We also enhanced the IPv4 transfer market anal- 

ysis by devising new metrics which offer a deeper understand- 

ing of the market. We improved the analysis of the transferred 

space utilization, involved players on the market and the im- 

pact of the market on IPv6 adoption. We also analyzed the im- 

pact of the on the global routing table growth, and investigated 

to what extent the market satisfies the organizations needs for 

extra IPv4 addresses. Also, we introduced a method for estimat- 

ing the IPv4 prices and the IPv4 transfer market lifespan. The 

rest of the paper is organized as follows. Section 2 details the re- 

lated work. In Section 3 we present a short summary of the IP 

address management evolution and describe the existing trans- 

fer policies implemented by the RIRs. In Section 4 we describe 

in detail the datasets used in this paper. In Section 5 we ana- 

lyze the reported transferred address blocks, and in Section 6 we 

propose a method for inferring transfers using publicly avail- 

able data. In Section 8 we discuss the implications of our work, 

and in Section 9 we list our conclusions and avenues for further 

research. 

2. Related Work 

The rapid decrease of available IPv4 addresses, as well as the 

significant increase in the number of transactions in the IPv4 mar- 

ket have drawn the attention of the Internet community. A number 

of research efforts have focused on IPv4 address space utilization 

and IPv4 transfer markets. 

Richter et al. [16] presented a study on the IPv4 address space, 

focusing on the evolution of the allocation and management of 

the IP space, as well as the current scarcity problem. Dainotti 

et al. [17] proposed a method for measuring the IPv4 utilization 

by using data collected through both passive and active measure- 

ments. They reported that 3.4M /24 assigned blocks were not 

routed, and only 37% of the IPv4 address space appeared to be 

used as of 2013. Zander et al. [18] also studied the utilization of the 

IPv4 address space, reporting that 45% of the IPv4 address space 

was used as of 2014. 

The work of Mueller et at. [19] is directly related to the IPv4 

transfer market. Their analysis used the lists of published transfers 

from 2009 to June 2012. They found that more than 80% of the 

transferred address blocks were legacy allocations. In their follow- 

up work [20] the authors extended the list of published transfers 

until the first quarter of 2013, and analyzed transactions from the 

policy perspective, investigating the role of need-based policies. 

They found no clear evidence of the efficiency of these polices. 

IPv4 transfers have been also reported and debated at opera- 

tional venues and in press articles [21–25] . Huston [26,27] focused 

on the APNIC region, and reported general statistics related to the 

market. He also analyzed the allocations made from the last /8 

block by APNIC after it started changing hands in the market. His 

analysis reports a small scale IPv4 transfer market within the AP- 

NIC region; only 1.4% of the APNIC’s total address pool has been 

sold, and only 5% of the total space holders have engaged on the 

market. Despite these observations, Huston signaled the impor- 

tance of monitoring the exchange of IP blocks in the market. 

The work we presented in this paper extends previous inves- 

tigation of the IPv4 markets [15] , which was conducted when the 

size of the market was relatively small. It was a first step in ana- 

lyzing the markets. In our current study we offer an in-depth anal- 

ysis of the documented transfers, and also propose an approach 

for detecting transferred blocks using multiple publicly available 

datasets. We are not aware of any other study that has explored 

methods for detecting transfers, or has presented an analysis of the 

document transfer at the same level of depth as this paper. Part of 

our findings was published on two platforms that target network 

operators, developers and industry experts [28,29] . 

3. Background: IPv4 address management 

The Internet Protocol (IP) is one of the core protocols used in 

the Internet, providing support for the addressing of packets. IPv4 

was the first version of this protocol to be widely deployed in the 

Internet. Despite its well-known shortcoming (i.e., limited number 

of IPv4 addresses, security related issues) most of the communica- 

tion in the current Internet still relies on IPv4. Analyzing the evo- 

lution of the IPv4 address management shows the existence of dif- 

ferent factors that shaped the allocation policies and distribution 

of IPv4 address space. 

Initially, the Internet Assigned Numbers Authority (IANA) was 

allocating IPv4 address space directly to organizations. These al- 

locations are currently referred to as legacy allocations and were 

done using the classful address scheme [30] ; i.e., IANA was distribut- 

ing the address space using one of the following pre-defined net- 

work classes: class A (/8 network), class B (/16 network) or class C 

(/24 network). IPv4 address space consumption was not regarded 

as an issue, and allocations were decoupled from needs. The di- 
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