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Abstract

As a basic method for monitoring the activities of Internet applications,
traffic identification is very important for Internet management and security.
Internet traffic data naturally exhibits imbalanced distributions, but this
problem is rarely considered by the research community. Data gravitation-
based classification (DGC) is a new classification model for handling imbal-
ance data sets and we proposed an imbalanced DGC (IDGC) model in our
previous study. In the present study, we developed an IDGC-based model
to resolve imbalanced Internet traffic identification problems. First, we con-
structed six imbalanced traffic data sets from three original traffic data sets
and we then extracted their early stage features according to the packet sizes.
In identification experiments, we compared the performance of six standard
algorithms, including DGC and four imbalanced algorithms with IDGC. The
experimental results demonstrated that the standard classification models
could achieve high accuracy with imbalanced traffic data, but their imbal-
anced performance was not as good, and their generalizability was also a
problem. By contrast, IDGC performed very well and in a stable manner in
terms of imbalanced performance measures, thereby demonstrating its effec-
tiveness for imbalanced traffic identification.
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