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a b s t r a c t 

Location based services are increasingly popular, partly due to the trend of smartphone and online social 

network service adoption. However, it is important for location-based service provider (LBSP) to ensure 

user location privacy in the provision of such services. In this paper, we present a secure hitch service 

in location based social networks (LBSNs). To provide such a service, we propose a privacy-preserving 

proximity based location query (PPLQ) protocol, which is based on the hierarchical predicate encryption 

technique and the prefix membership verification technique. There are two types of users in this system, 

namely: the querier and the publisher. Our protocol allows a querier to query the location of publish- 

ers using multi-dimensional search, and it enforces distance based access control in the location queries. 

In order to improve the efficiency of our protocol, we use the multi-scale technique to represent user’s 

location information in the query condition and searchable index. The proposed protocol is designed 

to achieve multi-dimensional keyword search and bilateral private proximity testing simultaneously. Our 

protocol enables each user to independently define his/her own location policy for private proximity test- 

ing. In particular, we propose some solutions to reduce the search time cost of the CSP so that the time 

cost is acceptable for queriers. Finally, we demonstrate the utility of the protocol using simulated data on 

the map of the city area of Changsha and a U.S. census dataset. 

© 2017 Elsevier B.V. All rights reserved. 

1. Introduction 

Online social networks (OSNs), such as Facebook and Twitter, 

are increasingly prevalent in our society. One popular feature of 

OSNs is location based service (LBS), particularly on mobile apps. 

However, the information collected by location based social net- 

work service provider (LBSPs), such as locations and other person- 

ally identifiable information, need to be protected to ensure the 

privacy of the users. Hence, how to provide LBS while protecting 

users’ location privacy in LBSNs is a topic of active research (see 

[1–4] ). 

Existing location privacy preserving techniques can be broadly 

categorized into query enlargement, fake locations, progressive re- 

trieval and encryption based. However, these techniques generally 

introduce additional system costs or reduce the utility of the data 

in LBSP context [4] , due to degrading of the quality of the service. 

Other privacy-preserving location query approaches, such as those 
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reported in [3,5,6] , impose relatively expensive computational re- 

quirements which is not suitable for deployment on mobile de- 

vices, such as Android and iOS devices. It could also be challenging 

for these approaches to support location based queries over en- 

crypted data in a scalable manner [4] . This is the gap we seek to 

address in this paper. Specifically, we present a solution to ensure 

user’s location privacy when the user requests the secure hitch ser- 

vice from LBSP in a flexible and scalable manner. The hitch service 

requires that the designed solutions to be able to support secure 

multi-dimensional keyword search and private proximity testing 

simultaneously. 

Let us consider an application scenario of location based ser- 

vice, secure hitch service, in LBSNs. In deployment of secure hitch 

service in LBSNs (e.g. cab hailing service), users need to register 

with the service provider (LBSP). The cab driver as a publisher 

outsources his/her personal information, such as profile, location, 

and interests to LBSP, which can also be a cloud service provider 

(CSP). The ordinary user as a querier can request the hitch ser- 

vice in a convenient, privacy preserving, and secure manner. Al- 

ice (a querier) first requests the cab hailing service from the ser- 

vice provider by submitting a query such as “(Sex = “ Male ”) AND 
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(20 ≤ Age ≤ 25) AND (Brand = “ BMW ”) ”. If Bob (a publisher) satis- 

fies the query condition, then Alice will determine whether Bob 

is within 1,0 0 0 meters of her, without exposing her location in- 

formation to either Bob or the service provider. Meanwhile, Bob 

checks if Alice is within 1,500 meters of him, without exposing 

location information to either Alice or the service provider. We 

regard 1,0 0 0 meters as Alice’s location policy P a and 1,500 me- 

ters as Bob’s location policy P b . If Bob is within P a and Alice is 

within P b , then Bob offers his cab hailing service to Alice by ex- 

changing his location information with Alice. Otherwise, neither 

party know the location information of the other party. There are 

three key challenges for providing secure hitch service in LBSNs. 

First, the proposed scheme needs to support privacy-preserving 

multi-dimensional keyword search. Second, the proposed scheme 

needs to support bilateral private proximity testing. For example, 

the policies of Alice and Bob are set to P a and P b , respectively. This 

system allows Alice and Bob to determine whether the distance is 

within P a and P b , respectively. The private proximity testing is bi- 

lateral. Third, the proposed scheme needs to support dynamic loca- 

tion policy. For instance, Alice can assign different location policies 

for different queries by generating different trapdoors. For exam- 

ple, Alice will request drivers in the range of 1,0 0 0 meters in the 

afternoon, 2,0 0 0 meters in the evening, etc. 

To meet the privacy-preserving multi-dimensional keyword 

search requirement, a number of privacy-preserving keyword 

search techniques for encrypted data have been proposed in the 

literature, such as searchable encryption (SE) [7,8] . However, these 

schemes generally support only single-keyword search. In order to 

support flexible and more complex queries, multi-keyword search 

schemes such as those reported in [9–11] have been proposed. 

However, the supported query types of these schemes are lim- 

ited and cannot efficiently support the simple range query. The 

computation complexity of these schemes is also high. Hierarchi- 

cal predication encryption (HPE), a new cryptographic primitive 

proposed by Okamoto et al. [12] , allows one to achieve multi- 

dimensional keyword search supporting arbitrary query types in- 

cluding conjunctive normal form (CNF) and disjunctive normal 

form (DNF) formals. However, the proposed HPE cannot exe- 

cute the multi-dimensional keyword search and private proxim- 

ity testing simultaneously; hence, the scheme cannot be directly 

applied to the application scenario discussed in the preceding 

paragraph. 

To deal with the private proximity detection or testing prob- 

lem while ensuring location privacy, a number of private proxim- 

ity detection schemes have also been proposed [13–15] . However, 

existing proposals for private proximity detection require users to 

interact with each other several times in order to achieve privacy- 

preserving distance computation and distance comparison. This 

leads to high communication costs, yet lacks flexibility in user’s 

preferences. In other words, existing literature appear to address 

multi-dimensional keyword search and private proximity testing 

separately. 

In this paper, we propose a privacy-preserving proximity based 

location query (PPLQ) protocol, which enables each querier to ob- 

tain the publisher’s location information without compromising 

the users’ location privacy. In this protocol, each user maintains 

his/her own policy. Each user generates the location coordinate 

range according to his/her location policy. The proposed proto- 

col adopts prefix membership verification technique to determine 

whether a user’s location coordinate is within the location coor- 

dinate range of the other users. To improve the efficiency of pri- 

vate proximity testing algorithm, we adopt the multi-scale tech- 

nique to represent user location coordinate and location coordi- 

nate range. We can change the number of grids of the location 

coordinate range representation in the last scale level or the num- 

ber of scale levels to support user’s dynamic location policy. To 

achieve the private proximity testing algorithm, we add the user 

location coordinate and location coordinate range information into 

the searchable index. We then utilize the hierarchical predicate en- 

cryption technique, which integrates with prefix membership veri- 

fication technique, to achieve privacy-preserving multi-dimensional 

keyword search and private proximity testing simultaneously. To 

summarize, the main contributions of this paper are: 

• We propose a privacy-preserving location query protocol. The 

proposed protocol utilizes multi-scale technique to represent 

user’s location coordinate and location coordinate’s range in the 

index and query condition, and then utilizes prefix membership 

verification and predicate encryption technique to achieve se- 

cure multi-dimensional keyword search and private proximity 

testing simultaneously. 
• Our protocol is secure and flexible, in the sense that it supports 

bilateral private proximity testing without exposing users’ loca- 

tion privacy. If both parties satisfy each other’s location policy, 

then they can exchange location information with each other. 

Furthermore, the proposed protocol enables each user to main- 

tain his/her own location policy, and can even assign different 

location policies for different queries. 
• We define and establish the corresponding system model and 

threat model, and carry out extensive experiments for the pro- 

posed protocol. The security analysis and performance evalua- 

tion show that the proposed protocol is secure and efficient. 

We will review related literature in the next section, prior to in- 

troducing the system model, threat model, and our design goals in 

Section 3 . The preliminaries are presented in Section 4 . We present 

the proposed PPLQ protocol in Section 5 , and a construction of this 

protocol is presented in Section 6 . The performance and security 

evaluations are given in Section 7 . The last section concludes this 

paper. 

2. Related work 

2.1. Searchable encryption 

Traditional searchable encryption schemes allow a server to tell 

a user whether a given keyword is present in the encrypted data, 

without the user without learning anything else about the en- 

crypted data. Song et. al [7] proposed the first practical symmetric 

key cryptography based on searchable encryption scheme, and sub- 

sequent improvements and security definitions are presented by 

Chang et al. [8] and Curtmola et al. [16] . However, these schemes 

only support single-keyword queries which are inadequate for real- 

world location based services. 

To enhance the search functionalities, conjunctive keyword 

search was subsequently proposed, such as those presented in [9–

11] . However, these schemes incur significant computation over- 

heads due to the use of fundamental primitives in public-key cryp- 

tography, bilinear map and secret key sharing. Furthermore, the 

supported query types of these schemes are limited. Predicate en- 

cryption (PE) scheme [12] allows one to achieve conjunctive and 

disjunctive search, as well as supporting arbitrary query types and 

CNF/DNF formulas. However, it is not able to support private prox- 

imity testing. Our work is similar to that of [17] , where we both 

consider the secure multi-keyword search problem. However, the 

scheme in [17] neither protects the user’s location privacy nor sup- 

ports bilateral private proximity testing. This is the gap we seek 

to address; specifically, our proposed protocol is designed to sup- 

port both multi-dimensional keyword search and private proximity 

testing. 
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