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Abstract

With the rise of cloud computing, thousands of users and multiple applica-

tions have sought to communicate with each other, exchanging sensitive data.

Thus, for effectively managing applications and resources, the use of models and

tools is essential for the secure management of identities and to avoid compro-

mising data privacy. There are models and tools that address federated identity

management, and it is important that they use privacy mechanisms to assist

in compliance with current legislation. Therefore, this article aims to present

a survey of privacy in cloud identity management, presenting and comparing

main features and challenges described in the literature. At the end of this

work there is a discussion of the use of privacy and future research directions.
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1. Introduction

Cloud computing aims to improve the management of computing resources

by combining concepts such as elasticity, on-demand use, and dynamic resource

allocation [1, 2]. The shared use of resources by different users and a very high

amount of data and information, such as in big data applications, impose an5

additional level of confidence in service providers. In this context, the Identity
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