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Abstract

Ciphertext-policy attribute-based encryption (CP-ABE) scheme can be deployed in a mobile cloud environment to
ensure that data outsourced to the cloud will be protected from unauthorized access. Since mobile devices are gener-
ally resource-constrained, CP-ABE schemes designed for a mobile cloud deployment should have constant sizes for
secret keys and ciphertexts. However, most existing CP-ABE schemes do not provide both constant size ciphertexts
and secret keys. Thus, in this paper, we propose a new pairing-based CP-ABE scheme, which offers both constant size
ciphertexts and secret keys (CSCTSK) with an expressive AND gate access structure. We then show that the proposed
CP-ABE-CSCTSK scheme is secure against chosen-ciphertext adversary in the selective security model, and present

a comparative summary to demonstrate the utility of the scheme.
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1. Introduction

Mobile devices have become the primary computing
device for many individuals, and one popular mobile
application (app) category is cloud apps. For example,
Dropbox, a popular cloud storage app, has between 500
million and one billion downloads on Google Play store
as of 16 December 2015. With the increasing popularity
and adoption of mobile devices, vulnerabilities in mo-
bile devices, mobile operating systems or mobile apps
can be exploited by criminals to target mobile device
and app users [1, 2, 3, 4, 5]. One popular cryptographic
solution deployed in cloud is ciphertext-policy attribute-
based encryption (CP-ABE), which allows the user to
encrypt the data to be outsourced to the cloud using an
access structure. The encrypted data (i.e. ciphertext)
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can only be decrypted if, and only if, the attribute set
fulfills the ciphertext access structure. In other words,
CP-ABE enables data owners to design and enforce ac-
cess structure [6, 7, 8, 9].

However, in a mobile cloud setting where devices
used to access the cloud services are generally resource-
constrained (e.g. limited battery life), traditional cryp-
tographic solutions (e.g. CP-ABE schemes) may not
be fit-for-purpose. For example, for CP-ABE to be
deployed on resource-constrained devices, the scheme
should support constant size ciphertexts and constant
size secret keys. An attribute-based encryption (ABE),
an extension of identity-based encryption (IBE), has
two variants, namely: key-policy ABE (KP-ABE) and
ciphertext-policy ABE (CP-ABE). In the former, the se-
cret key is associated with an access structure and the
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