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A B S T R A C T

Online social networks, such as Facebook and Sina Weibo, have become the most popular

platforms for information sharing and social activities. Spammers have utilized social net-

works as a new way to spread spam information using fake accounts. Many detection methods

have been proposed to solve this problem, and have been proved to be successful to some

extent. However, as the spammers’ strategies for evading detection evolve, many existing

methods lose their efficacy. A major limitation of previous approaches is that they are using

the features from a static time point to detect spammers, without considering temporal factors.

In this study, we approach the challenge of spammer detection by leveraging the temporal

evolution patterns of users. We propose a dynamic metric to measure the change in users’

activities and design new features to quantify users’ evolution patterns. Then we develop

a framework by combining unsupervised and supervised learning to distinguish between

spammers and legitimate users. We test our method on a real world dataset with a large

number of users. The evaluation results show that our approach can efficiently distin-

guish the difference between spammers and legitimate users regarding temporal evolution

patterns. It also demonstrates the high level of similarity in the spammers’ temporal evo-

lution patterns. Compared with other detection methods, our method can achieve better

performance. To the best of our knowledge, our study is the first to provide a generic and

efficient framework to depict the evolutional pattern of users. It can handle the problem

of spammers updating their strategies to evade detection and is a valuable reference for

this research field.

© 2017 Elsevier Ltd. All rights reserved.
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1. Introduction

Online Social Networks (OSNs), such as Twitter, Facebook, and
Sina Weibo, have become an essential part of people’s daily
life. Facebook, the most popular social network worldwide, has
a monthly average of 1.51 billion active users (Statista, 2016).
With their increasing influence among users, OSNs have become

an ideal platform for spammers to spread spams. The term
“spammers” mainly refers to users that initialize unsolicited
social relationships or send unsolicited messages through fake
accounts, social bots or spam applications (Yang et al., 2014).
The types of attacks that are launched by spam include, but
are not limited to, product advertisements, phishing attacks,
and drive-by-download attacks. Spam can reduce users’ social
media experiences by annoying them with content that they
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are not interested in. Furthermore, it can lead to privacy leaks
or economic losses if users are tricked to the phishing web-
sites. Hence, accurately detecting spammers to make online
social networks more user-friendly and secure is one of the
most serious issues in existing OSNs.

The primary challenge of detecting spammers is that they
are upgrading their spam strategies rapidly to race with the
development of detection systems (Yang et al., 2013). For
methods that use common features based on user profiles and
message content, such as Chu et al. (2012); Egele et al. (2013);
Gao et al. (2012), spammers can evade being detected by pur-
chasing followers or using tools to post messages with the same
meaning but different words automatically (Yang et al., 2013).
Yang et al. (2012) found that spammers tend to be inter-
connected, forming account communities, thus rendering
certain advanced features for detecting spammers such as Clus-
tering Coefficient, ineffective. The primary assumption of the
PageRank-based method is that there are a limited number of
the edges maintaining reciprocal social relationships between
spammers and legitimate users, yet the evidence that legiti-
mate users follow spammers more than expected has been
found. Ghosh et al. (2012) found that a small fraction of users,
known as social capitalists, follow back anyone who follows
them to increase their reputation. Yang et al. (2012) also dis-
covered supporter accounts that help spammers avoid detection
by increasing their followers, allowing them to prey on more
victims.

As conventional detecting methods cannot cope with the
new strategies adopted by spammers, researchers have pro-
posed some new approaches to meet these challenges. For
example, Yang et al. (2013) used some features that are more
sophisticated than the previous ones to improve the effi-
ciency of machine learning classifiers. Boshmaf et al. (2016),
based on the information of victims who are benign social
network users and have mutual connections with spammers,
made the PageRank-based method more robust. These studies
provide a deeper insight into the difference between spammers
and legitimate users and improve detection accuracy. However,
whether an individual user is a spammer is inferred by these
methods based on user characteristics at a single instant of
time. Their real-world data about users are collected at a single
point of time, and the experiments are conducted and evalu-
ated from the perspective of a static social network. In fact,
social networks are constantly changing, and spammers may
be able to improve the effectiveness of an attack through per-
sistent efforts (Liu et al., 2015). Therefore, as spammers evolve
their strategies to evade detection, the capacity of these ap-
proaches to efficiently detect them becomes dubious.

In this study, we introduce temporal factors into the de-
tection of spammers by inspecting the activities of users over
an extended period of time and offer a detecting framework
to identify the spammers that evade detection by changing their
strategies. Intuitionally, even if many spammers can make their
accounts appear like legitimate user accounts at some static
time points to avoid being detected, it is impossible for them
to manipulate the dynamic changing process of features over
an extended period of time due to the high cost (Yang et al.,
2013).

To achieve our research goals, we collect the profiles of a
vast number of social network users and track their activities

over a series of points of time. A window-based dynamic metric
is used to assess the temporal evolution patterns of users and
uncover a clear distinction between legitimate users and
spammers concerning different aspects of the temporal pat-
terns. Based on the dynamic metric, new temporal user features
are designed to detect spammers. Instead of using these fea-
tures to identify spammers directly, we investigate the similarity
in the temporal patterns of different spammers, and conduct
a clustering algorithm (Maulik and Bandyopadhyay, 2000) on
users by abstracting their dynamic metrics into feature vectors.
The results indicate that it is relatively easier to group
spammers into the same cluster. We combine the new fea-
tures with the clustering results to build a machine learning
classifier for accurate detection of spammers. Finally, we evalu-
ate our method using the real-world dataset and demonstrate
the effectiveness of our approach by comparing it with two con-
ventional spammer detection methods.

The contributions of this paper are three-folds:

• We propose a dynamic metric model based on sliding
window to measure the dynamic changes of social net-
works users’ activities.

• On the basis of the dynamic metric, we design new fea-
tures to describe the temporal evolution patterns and come
up with a novel framework combining unsupervised clus-
tering and supervised classification to detect spammers in
OSNs.

• We implement our approach and evaluate it using a real-
world dataset. Compared to conventional methods, we are
able to achieve better performance.

The remainder of this paper is organized as follows: Section
2 covers related works on spammer detection in online social
networks. Section 3 provides the motivation and some as-
sumptions used in this study. Section 4 provides further details
about the proposed dynamic metric. Section 5 describes our
approach for detecting spammers in online social networks.
Section 6 explains the experiments conducted and results of
the evaluation of our approach. Section 7 concludes the paper.

2. Related work

Due to the inundation of spams in online social networks, many
studies have been conducted aiming to investigate spammers
in different kinds of social networks. Some previous works
focused on characterizing spammers (Almaatouq et al., 2014;
Gao et al., 2010; Grier et al., 2010; Stringhini et al., 2010; Thomas
et al., 2011). After collecting a certain amount of data of
spammer accounts, the characteristics of spammers were ana-
lyzed in these studies from different aspects, such as individual
profiles, propagative behavior, message contents and social re-
lationships. Stringhini et al. (2010) collected the data related
to spammers by using Honeypot and then divided them into
different categories according to their behavior patterns. Yang
et al. (2014) deploy social honeypots on Twitter with diverse
strategies to trap spammers, consequently revealing the pref-
erences of spammers when they are finding their targets.These
works showed the fundamental characteristics of spammers
from a variety of aspects, laid the foundation for the follow-up
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