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Article history: IT-security experts engage in behavior-based malware analysis in order to learn about pre-
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Available online 11 February 2017 security experts, provision of workflow-specific interaction techniques, and the ability to
externalize knowledge in the form of rules to ease the analysis process and to share with
Keywords: colleagues. To close this gap, we designed and developed KAMAS, a knowledge-assisted vi-
Malicious software sualization system for behavior-based malware analysis. This paper is a design study that
Malware analysis describes the design, implementation, and evaluation of the prototype. We report on the
Behavior-based validation of KAMAS with expert reviews, a user study with domain experts and focus group
Design study meetings with analysts from industry. Additionally, we reflect on the acquired insights of
Prototype the design study and discuss the advantages and disadvantages of the applied visualiza-
Visualization tion methods. An interesting finding is that the arc-diagram was one of the preferred
Visual analytics visualization techniques during the design phase but did not provide the expected ben-
Interactive efits for finding patterns. In contrast, the seemingly simple looking connection line was
Knowledge generation described as supportive in finding the link between the rule overview table and the rule

detail table which are playing a central role for the analysis in KAMAS.
© 2017 The Authors. Published by Elsevier Ltd. This is an open access article under the
CC BY license (http://creativecommons.org/licenses/by/4.0/).

has become a common tool in digital theft, corporate and na-
tional espionage, spam distribution and attacks on infrastructure
availability. When security professionals analyze malware in
Malware (malicious software) is undoubtedly one of today’s a real world setting, they have large volumes of complex and
greatest threats to the Confidentiality/Integrity/Availability (CIA) heterogeneous data at their disposal. In behavior-based malware
triangle of information security (Stoneburner et al., 2002). It analysis, they explore traces of malware execution in the form
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of system call sequences (rules) and frequently occurring sub-
sequences of potentially malicious code (Egele et al., 2008). Their
workflow involves the tasks of selecting different rules, cat-
egorizing them, and storing them in a database as well as
manual adaption and/or tuning of found rules (Wagner et al.,
2014). In addition to challenging analysis methods, “implicit
knowledge” (Chen et al., 2009) or “tacit knowledge” (Wang et al.,
2009) about the data, the domain experience or prior experi-
ence are often required to make sense of the data and not
become overwhelmed. By externalizing some of the domain
experts’ implicit knowledge, it can be made available as ex-
plicit knowledge and stored in a knowledge database (KDB)
(Chen et al., 2009).

In this paper, we present a visualization design study in the
context of malware analysis. Visualization tools “provide visual
representations of datasets designed to help people carry out
tasks more effectively” (Munzner, 2014). Thus, they are par-
ticularly useful “to augment human capabilities rather than
replace people with computational decision-making methods”
(Munzner, 2014). Malware analysis lends itself very well to vi-
sualization, because the experience of analysts plays a central
role in reconstructing the obfuscated behavior of malware.
Users’ needs in the context of behavior-based malware analy-
sis were analyzed systematically in previous work (Wagner et al.,
2014) and are summarized in Section 2. Currently, there are no
interactive visualization tools available which cover all the needs
of the malware analysis experts. To close this gap, we devel-
oped a novel Knowledge-Assisted Visual Malware Analysis
System (KAMAS) (see Fig. 1). Additionally, we demonstrate how
the visualization can benefit from explicit domain knowledge.

In order to achieve the best possible results, we followed the
paradigm of problem-oriented research, i.e., collaborating with
real users to solve their tasks (Sedlmair et al., 2012). Therefore,
we worked in accordance with the nested model for visualiza-
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tion design and validation by Munzner (Munzner, 2009), which
divides visualization design into four levels combined with ap-
propriate validation methods (see Section 2). Specifically, we
focused on the third and fourth level of Munzner’s model
(Munzner, 2009) (third level: visual encoding and interaction
design, fourth level: algorithm design). Moreover, we evalu-
ated the prototype’s usability in relation to the interaction
metaphors and knowledge representation needed by IT-security
experts. Thus, the main contributions of our research are:

e We present the concept and implementation of KAMAS as
systematically designed, developed and evaluated instan-
tiation of an interactive visual method for handling large
amounts of complex data in behavior-based malware
analysis.

e We show that applying knowledge-assisted visual analyt-
ics methods allows domain experts to externalize their
implicit knowledge and profit from this explicit knowl-
edge in their analysis workflow.

e To provide evidence for the effectiveness of the developed
methods, we provide a rigorous and reproducible valida-
tion of the introduced techniques with malware analysis
experts.

This paper is organized as follows (see Fig. 2 for a graphi-
cal overview): Section 2 provides background information about
the problem domain and provides a summary of our previ-
ous work on problem characterization and abstraction in
relation to malicious software analysis. Section 3 presents
related work in problem-oriented visualization research,
malware analysis, and knowledge-assisted visualization. Section
4 provides a detailed description of our KAMAS prototype and
Section 5 demonstrates the application of KAMAS in a usage
scenario. Section 6 describes the used validation methods and
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Fig. 1 - Screenshot of the KAMAS interface during the exploration of a cluster grammar that includes combined system and
API call sequences (rules) gathered during the execution of malicious software to find malicious subsequences (patterns).
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