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Privacy has been an important issue for online services collecting customer data. P3P is a
privacy policy language with a fixed vocabulary to express privacy practices of online ser-
vices. The matching between the privacy practices (P3P policies) and users’ privacy preferences
facilitates the users to be aware of services’ usage of their data. However, the change from
single to composite online services raises more privacy concern due to the increasing amount
of user data being collected, stored and shared. This change impacts on P3P since it was
designed from a single service perspective. In addition, P3P allows the specification of poli-
cies containing semantic inconsistencies. In this paper, we extend P3P to be suitable for
composite services and propose a formal semantics for P3P using OWL to facilitate reason-
ing about semantic ambiguities in P3P policies. The constraints defined in our ontology are
used to verify potential semantic inconsistencies and to check for conflicts occurring from
P3P policies of service members. We have implemented a P3P verification tool and verified

Reasoning five hundred P3P policies collected from actual websites. The verification result shows that
more than half of these P3P policies contain conflicts.
© 2017 Elsevier Ltd. All rights reserved.
~ existing services to obtain a new service, a so-called compos-
1. Introduction

ite service. For example, a weather forecast service may combine
with a text-to-voice service to become a new service that can

In the beginning of the online services era, most services were
single and independent, employing and developing propri-
etary technology to serve their customers. Hence, the main
communication messages for service provisioning of these
online services were between users and service providers. Nowa-
days, there is a strong competition in the online market to
increase and expand the number of customers. This is an in-
centive for developing new and better services, which should
be fast enough and better serve user demands. Service pro-
viders, therefore, attempt to combine their services with other
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provide weather forecasts in voice. Therefore, the main com-
munication messages for service provisioning now also include
the communication between online services.

In order to provide a service, most of the online services
collect and store personal data of their users such as name,
addresses, photos, telephone numbers, etc. For instance, online
shopping services require name and address of their custom-
ers for product delivery. A user normally registers with more
than one online service and is likely to increase the usage which
reveals more of the user’s data. These collected data include
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personal data. Hence it is essential to consider what services
will do with the data to provide privacy protection. This has
been a concern for some time as seen from the enactment of
privacy legislation.

In order to comply with legal requirements, a technical
implementation of privacy protection is by enforcing appro-
priate policies. In general, a privacy policy is used to express
what services will do with the collected data. Among exist-
ing privacy policies e.g. S4P (SecPAL for Privacy) (Becker et al.,
2010) and PPL (PrimeLife Policy Language) (Ardagna et al., 2009),
P3P (Platform for privacy preferences) is the only one being used
in real applications. It describes the data practices of web-
sites in a machine-readable format which enables users to
decide whether to use the service or not.

The emergence of the composite service paradigm though
providing better and more convenient ways for service provi-
sioning introduces some problems at the same time to P3P. This
is because P3P was designed from a single service perspec-
tive. For instance, some terms of its predefined vocabulary used
for describing policies, e.g. Recipient, can represent recipient types
from the perspective of a single entity, but not in a compos-
ite service assembled on the fly. We thus extend the vocabulary
so that P3P can be employed in composite service scenarios.
In addition, the flexible syntax of the P3P policy language and
some combinations of terms in the vocabulary may cause am-
biguous and conflicting meanings as observed in (Cranor, 2003;
Karjoth et al., 2003; Li et al., 2003; Schunter et al., 2002; Yu et al.,
2004).

In a nutshell, P3P has a taxonomy (vocabulary with struc-
ture) but not yet an ontology (taxonomy with relationships,
constraints and rules). Therefore, we propose to use a seman-
tic web ontology, i.e. OWL (Web Ontology Language), as our
solution (Khurat and Suntisrivaraporn, 2011) by interpreting
P3P policies with a data-purpose centric view (Khurat et al,,
2010) to mitigate ambiguities and to check for conflicts. More-
over, when combining several services together, their privacy
policies may not be compatible. We also employ the OWL on-
tology to check for incompatibilities.

The organization of this work is as follows. The back-
ground of the P3P Policy Language is shown in Section 2. We
analyze P3P with regards to its semantics and when em-
ployed in a composite service environment in Sections 3.1 and
3.2 respectively. The extension of P3P is proposed in Section
4. How we interpret P3P and what constraints we define for
policy verification are presented in Section 5. We also de-
scribe the background of Web Ontology Language (OWL) in
Section 6. Section 7 illustrates our proposed P3P Ontology which
is implemented and tested as shown in Section 8. Work related
to this research is discussed in Section 9. Finally, we con-
clude this work in Section 10.

2. P3P policy language

The Platform for Privacy Preferences (P3P) (Cranor et al., 2002,
2006; P3PToolbox Introduction, 2013) is an XML-based policy
language specified by W3C to enable websites to describe their
privacy practices in a standard format. It was specified based
on principles laid down in the OECD Privacy Protection Guide-
lines (OECD, 1980) and the EU Directive 95/46/EC. User consent

and purpose of collection are two principles at the core of this
approach to privacy protection. The main content of the P3P
policy language describes what websites may do with the data
collected from users such as the purpose of data usage and
how long they will keep the data. In practice, users can re-
trieve the P3P policies of a website via the HTTP protocol. A
P3P user agent embedded at the client side compares the ob-
tained policy files with the user preferences and notifies the
user about the comparison result. This may help the user de-
ciding whether to use the website or not.

The P3P specification defines the P3P policy language (syntax
and predefined vocabulary), mechanisms for associating poli-
cies with web resources, e.g. by HTTP, and a standard set of
data elements in a hierarchy which all P3P user agents must
understand. P3P was designed for the single service para-
digm. The first version of the P3P specification is 1.0 (W3C
Recommendation) (Cranor et al., 2002) and the current version
is P3P 1.1 (Working Group Note) (Cranor et al., 2006).

We describe the syntax of the P3P policy language and the
predefined vocabulary in the following subsections.

2.1. P3P syntax

The XML schema for P3P policy documents is shown in Listing
1. The main elements of a P3P policy are the Entity, Access,
Disputes-Group, and Statement elements. The Entity element iden-
tifies a legal entity, i.e. the service or website issuing this policy.
The Access element indicates the ability of users to access their
data. The Disputes-Group describes the resolution procedure
when disputes about these privacy practices occur.

Listine 2. P3P Palicy of Wi ith I Extensions E

Pol{Entity (#business.name) :walmart.com, ...,

S1{Pur: (current,contact [opt—-in]),

Rec: (ours,ours—-1list: (urn:service:id:Walmart)),

Ret: (indefinitely),

Dat: (#user.login, #user.home-info) }

S2{Pur: (current,develop[opt-in], contact [opt-in]),
Rec: (ours,ours—1list: (urn:service:id:Walmart)),
Ret: (stated-purpose, current-duration: (PT10M),

develop-duration: (P3DT10H30M) ,
contact—-duration: (P2Y4M)),

Dat: (#user.name, #user.login, #user.home-info) }

S3{Pur: (current,develop, admin),

Rec: (ours,delivery,ours-1list: (urn:service:id:Walmart),
delivery-1list: (DeliveryConcepts)),

Ret: (stated-purpose, current-duration: (PT10M),
develop-duration: (P3DT10H30M),
admin-duration: (P6M)),

Dat: (#user.name, #user.home-info, #thirdparty.name,
#thirdparty.home-info, #dynamic.interactionrecord,
#dynamic.cookies

{Cat: (uniqueld, computer,navigation, state,
purchase) }) }

S4{Pur: (current, develop, admin, contact [opt-in]),

Rec: (ours,delivery,ours-1list: (urn:service:id:Walmart),
delivery-1list: (DeliveryConcepts)),

Ret: (stated-purpose, current-duration: (PT10M),
develop-duration: (P3DT10H30M) ,
admin-duration: (P6M), contact-duration: (P2Y4M)),

Dat: (#user.name, #fuser.home—-info, #user.login,
#thirdparty.name, #thirdparty.home-info,
#dynamic.interactionrecord, #dynamic.http,
#dynamic.searchtext, #dynamic.clickstream,
#dynamic.cookies

{Cat: (uniqueld, computer, state,navigation,
purchase) }) }

S5{Pur: (current, develop, admin),

Rec: (ours,ours—list: (urn:service:id:Walmart)),

Ret: (indefinitely),

Dat: (#dynamic.interactionrecord, #dynamic.http,
#dynamic.clickstream, #dynamic.searchtext,
#dynamic.cookies

{Cat: (uniqueld, computer) }) }

S6{Pur: (current),

Rec: (prospective-composite-service),

Ret: (stated-purpose, current-duration: (PT10M)),

Dat: (#user.home-info) }
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