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Abstract

The eternal preoccupation with multimedia techngldg the precursor of us becoming a civilizatiorplete with
astonishing miscellanea of digital audio-visuabmfation. Not long ago, this digital informatiorm@ges and videos especially)
savored the unique status of ‘definitive proof afcarrence of events’. However, given their sustéfti to malicious
modifications, this status is rapidly depreciatiigsensitive areas like intelligence and surveikg reliance on manipulated visual
data could be detrimental. The disparity betweenatber-growing importance of digital content ané #uspicions regarding their
vulnerability to alterations has made it necessargietermine whether or not the contents of a giligital image or video can be
considered trustworthy.

Digital videos are prone to sel/&mads of tamper attacks, but on a broad scaleelwan be categorized as either inter-
frame forgeries, where the arrangement of framea irideo is manipulated, or intra-frame forgeriebiere the content of the
individual frames is manipulated. Intra-frame faige are simply digital image forgeries performedtloe individual frames of the
video. Upscale-crop and splicing are two intra-feafargeries, both of which are performed via angenarocessing operation
known as resampling. While the challenge of resamgptietection in digital images has remained atrtéeeiving end of much
innovation over the past two decades, detectioesdmpling in digital videos has been regarded littth attention. With the intent
of ameliorating this situation, in this paper, wegose a forensic systerapable of validating the authenticity of digitadleos by
establishing if any of its frames or regions ofnfies have undergone post-production resampling. shiseem integrates the
outcomes of pixel-correlation inspection and némsmnsistency analysis; the operation of the sysisna whole overcomes the
limitations usually faced by these individual asa&ly. The proposed system has been extensively @ste large dataset consisting
of digital videos and images compressed using reiffe codecs at different bit-rates and scalingofactby varying noise and
tampered region sizes. Empirical evidence gatheved this dataset suggests good efficacy of theesyi different conditions.

Keywords: Digital Video ForensicsSurveillance Video Authentication; Pixel Correlatiddoise Inconsistency; Sensor Pattern
Noise.

1. Introduction

Over the past few years, we have witnessed an cegeated growth in the availability and usage ofgide
and inexpensive multimedia devices like mobile m®and digital cameras. Along with other more jicattevices
like surveillance and intelligence systems, theseaphernalia represent a few manifestations of ghsetual
technological revolutions that facilitate uninhdgit creation and dispensation of incredible amoahwigital images
and videos. The proliferation of digital contentiar everyday lives has been conducive to our digrase on this data
to portray ‘reality’ in the fields of intelligenceervices, journalism, insurance claim investigaticemd legal
proceedings. Meanwhile, convenient and highly péwezontent editing software such as Adobe PhotpsiAalobe
Premiere, Sony Vegas and Lightworks allow noviagivilduals to tamper* with digital data in numerowsys with
little effort [1, 2].

More often than not, tampered digital content isually indistinguishable from any authentic contand can
cause unimaginable damage in situations where qoeséial decisions are based entirely on the visoatents of
digital images and videos. For instance, digitdeas are increasingly being used as video evidienitee court of law
and any malicious alteration in the footage beiggduas evidence could affect the decisions of dlet,cwhich in turn
could have serious implications. Similarly, sevestider sensitive areas such as law enforcemeriticschnd defense
planning stand to lose a lot from ‘untrustworthydance’. The malleability of digital data impairarocommon sense
assumptions about its validity and dependabilitya atepiction of reality. It is therefore paramotmtdetermine if the
given digital evidence is in actuality what it parfs to be, before we decide to place our faitthlegitimacy of its
contents.

In this paper, we present a system that can hé§etigaces ofipscale-crogframe-level forgery) andplicing
(region-level forgery) in digital videos. Upscalep is a kind of intra-frame forgery where the oyparts of video
frames are cropped out so as to remove evidenceomwie incriminating event in those portions of thanfes.
Afterwards, the cropped frames are enlarged so asintain a consistent resolution across theenmideo. Examples
of upscale-crop have been provided in Fig. 1.

* Technically, a ‘forgery’ refers to something thiatfalsely made with the intent to deceive wheftampering’ refers to the intentional
modification of structure or composition of someththat would render it harmful. Albeit being sybdifferent, in this paper, as in the
literature, these terms are used synonymously.
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