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Abstract

Attacks on operating system access control have become a significant and in-
creasingly common problem. This type of security threat is recorded in a foren-
sic artifact such as an authentication log. Forensic investigators will generally
examine the log to analyze such incidents. An anomaly is highly correlated to
an attacker’s attempts to compromise the system. In this paper, we propose a
novel method to automatically detect an anomaly in the access control log of an
operating system. The logs will be first preprocessed and then clustered using
an improved MajorClust algorithm to get a better cluster. This technique pro-
vides parameter-free clustering so that it automatically can produce an analysis
report for the forensic investigators. The clustering results will be checked for
anomalies based on a score that considers some factors such as the total mem-
bers in a cluster, the frequency of the events in the log file, and the inter-arrival
time of a specific activity. We also provide a graph-based visualization of logs
to assist the investigators with easy analysis. Experimental results compiled on
an open dataset of a Linux authentication log show that the proposed method
achieved the accuracy of 83.14% in the authentication log dataset.
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