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The art and science of hiding information by embedding messages in various type of digital media
is called steganography. This method performs by replacing bits of multimedia files (such as graphics,
sounds and texts) with bits of secret message. The information that embeds in the cover media can be
plain text, cipher text and even images. Steganography sometimes is used when encryption is not per-
mitted or more commonly, steganography is supplement for encryption. By using steganography, if the
encrypted file is deciphered, the encrypted file may still hide information. This paper is proposed a new
transform domain steganography method based on integer wavelet transform (IWT) for digital images
and also it used a chaotic map. This map is a modified logistic map which it increases the key length and
security of proposed method. Experimental results shows that the proposed method has high capability
in hiding information in any images which used as a cover media. Visual quality of image after embed-
ding process is desirable due to Peak Signal-to-Noise Ratio (PSNR) measures. Also the NIST, DIEHARD and
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ENT tests suite show the proposed chaotic map randomness and sensitivity to smallest changes.
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1. Introduction

With development of communication science, the quick and
easy access to most communication networks are accessible. Today,
anyone can be connected to these networks with many devices
in any locations. This progress has also brought problems such as
imperil the owners rights of property. Hence, we need to provide
the new secure ways to ensure the security of digital documents.
Generally, there are three ways to secure digital data: Cryptogra-
phy, Watermarking and Steganography [1,2]. In cryptography, digi-
tal data scrambled with a key and it can be restored with the same
key [3]. This method does not guarantee the security of data after
decryption [4]. In the watermarking methods, the limited and spe-
cific information embeds into digital data to prevent unauthorized
tampering [5,6]. Steganography is the art and science of embed-
ding a secret message inside the cover media [7]. This method is
mostly used for private and secure communication and it is a ne-
cessity in security applications [8].

Most steganography methods uses a shared key to hide secret
message and generate a stego [9]. To conceal the communication
between two side, stego should be statistically undetectable from
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the cover media. Increasing the size of the cover media after em-
bedding secret message, undetectability and the amount of distor-
tion are three important points that should be consider in the pro-
posed steganography methods because these points show the ca-
pability of the algorithm in embedding process and diagnosis the
histogram changes resistance against the histogram based attacks
[10-14].

Generally, steganography is divided into four domains: 1. Spa-
tial domain: In this type of technique, secret message bits embeds
directly into the cover media bits and usually they have simple
algorithms. LSB (least significant bits) is one of the most well-
known algorithms in this domain that replaces secret message bits
with cover media’s LSB. This change is undetectable by the hu-
man eye but it can be recognize with statistical tests [15-17]. The
LSB methods are very fast and simple but they have some disad-
vantages: a) The secure message size is small. b) The secure mes-
sage bits destroys in cover media compression. ¢) With smallest
changes in media cover the embedded information can be disap-
pears [18]. 2. Transform domain: This category uses transformation
for embedding secure message in cover media [19]. These trans-
forms are included: DCT (Discrete Cosine Transform): In this type,
cover media divides into 8 x 8 blocks. These blocks quantize with
quantization table and then the cover media’s sensitive bits deter-
mine in each block [20]. The embedding process performs in all
parts of each blocks especially in the high sensitive part of me-
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dia cover [21]. DWT (Discrete Wavelet Transform): In this kind, the
cover media divides to 4 main sub bands (LL, HL, LH, and HH). The
main features of the cover media are in LL, and if secret message
embeds in this part, it isn’t destroyed with various compression
[22,23]. DFT (Discrete Fourier Transform): This transform changes
each points of the input signal into two point at the output. The
input signal in DFT is a combination of samples which obtained
at regular intervals of time [24]. 3. Spread spectrum: This method
embeds the secret message in cover media’s noises which cre-
ated in image acquisition process. This method is a blind scheme
and there is payload capacity in this type [25,26]. 4. Model based:
This method divides cover media to two parts. First part will
not use during the embedding process. The secret message em-
beds in second part without changing the cover media’s statis-
tical properties. High embedding capacity is one of this method
advantages [27].

Increase the size of the secret message in embedding process
and high resistance against various known attacks, are some bene-
fits of transform domain. Rise of embedding and extraction process
time by the increasing size of cover media or the secret message,
can also be considered this method disadvantage [28]. With in-
creasing data security, types of steganography methods have been
proposed. Generally, Some of these methods are based on chaotic
maps and some of them based on transformation [29]. Briefly, we
introduce several proposed methods in following: Lou Der-chyuan
and Chen Hao hu proposed a spatial domain steganography. This
method selects the group of pixels from cover image and gen-
erates a unique key for each group. These keys are used in em-
bedding and extracting process. The proposed algorithm embeds
each bits of secret message in cover image directly. Statistical re-
sults show that algorithm had high resistance against 2 and RS
attacks [30].

In [31] Reza Jafari, et alare introduced a transform domain
steganography. The proposed method uses DWT in embedding and
extracting process. This algorithm first applies DWT on cover im-
age and then chooses the LL part of transform. After that, the LL
part divides to 2 x 2 blocks and embedding process starts on these
blocks. The experimental results shows the algorithm has good re-
sistance against compressing.

Kanso and Own, in 2012 proposed a variable-sized steganog-
raphy algorithm based on a single chaotic map. In this method,
Chaotic map generates the sensitive bits and embeds secret mes-
sage in them. This chaotic map also uses for finding secret message
bits in extraction process. The simulation results show the algo-
rithm high resistance against some steganalysis attacks and chaotic
map randomness [32].

The present paper is organized as follow: Section 2 describes
chaotic map. Section 3 introduces integer wavelet transform. The
new algorithm for transform domain steganography is proposed
in Section 4. The simulation results are discussed in Sections 5.
Section 6 contains the comparison with similar methods and Fi-
nally Section 7 concludes the paper.

2. Chaotic map

Chaos is the behavior of the dynamical system in time. This de-
meanor usually occurs in discrete-time systems and it can be seen
in weather, electrical circuits, fluid dynamics, mechanical systems
etc [33]. The main characteristic of chaos is sensitivity to initial
conditions and very small changes in the input can cause large
changes in the output. This feature has caused that chaotic meth-
ods to be used in the most information hiding techniques. Chaotic
maps are used for exhibit chaotic behavior, and these maps can be
parameterized by initial variables [34].

2.1. Modified logistic map

Logistic map is one of the well known map which used in many
data hiding methods. This map is simple and very fast but it has
short key space [35]. This map is defined by:

Xnp1 = TXn (1 — Xn) (1)

where x;, is initial condition and r is control parameter. Variable
Xn is a number in interval [0,1] and variable r is in interval [0,4].
The following map introduces for increasing key space in logistic
map. Key space is very important factor in proposed methods secu-
rity and in most papers authors try to increase key space [36]. The
present paper uses logistic map in steganography and improves the
key space problem in logistic map. First, we generate three equa-
tion form logistic map and introduce them by:

Fxn) = Xnt1 = X (1 — xp) (2)
Fn) =Yne1 =1Yn(1 —yn) (3)
f@n) = znp1 =12:(1 — 2) (4)

we add three variables (o, B, y) to increase the key space and mix
these three equation with each other in the following:

_ EE f(xn)

Xny1 = _7f@n) i| mod 1
_[Bxfom

Yny1 = I Tz i| mod 1 (5)
_ _)/ x f(zn)

Zng1 = _f(Xn)i| mod 1

By performing final changes, the equation that used in this pa-
per is:

@ (X0.Y0.20. 2, B, V)

[0 x %, (1 = xp)
Xp1=| ———=| mod 1
! Yn(1 =yn) i|
. _ _,BXYn(] —Yn)
= VY1 = _W mod 1 (6)
[y xz( -z
Zny1 = ol —x) mod 1

where xp, yn, zy are initial conditions and «, B, y are control pa-
rameters. Initial conditions are between [0, 1] and control param-
eters are in the interval [0.5, 4]. These variables are links to each
other and any changes in one of them influences entire map. In
this equation, x and y are the coordination of pixel and z is pixel
color channel. The statistical tests suite (NIST, DIEHARD, ENT) re-
sults showed that proposed method is fully random and very sen-
sitive to changes. These tests results are providing in section ex-
perimental result.

3. Integer wavelet transform

During the last few years, wavelet transform has become to the
powerful tool in image noise reduction, compression and encod-
ing. Haar wavelet transform is one of the most well-known trans-
form in this field [37]. Compatibility with real signals, ease of use
and low computational complexity are this transform features. The
Haar wavelet transform problem is non-smooth signals that they
generated when this transform applied on digital images. In this
case, extraction of secure message bits cannot be done properly
but image processing schemes have used lifting scheme to solve
this problem.
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