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In this paper, we present an encryption approach for voice communication systems based on direct
chaotic modulation (non-autonomous modulation), in which voice is injected into one variable of the
master system (using either Lorenz chaotic flow or Qi hyperchaotic flow) without changing the value of
any control parameter. This approach is based on the change of chaotic signal by injecting voice samples
into one variable in chaotic system and hence generating a new chaotic signal. The voice signal is then
extracted from the chaotic signal in the receiver side. Furthermore, we use a high dimension chaotic flow
which increases the security of the encrypted signal. Non-autonomous modulation technique is suitable
for secure real-time applications. We also presented a comparative study between the two approaches
with their conventional chaotic masking counterparts. Experimental results show that non-autonomous
methods give better performance than their chaotic masking counterparts when they are analyzed against
Signal-to-Noise-Ratio (—38.55dB vs. 38.51 dB and 59.22 dB vs. 58.11 dB), Segmental signal-to-Noise-Ratio
(38.91dB vs. 38.84dB and 54.20dB vs. 53.16 dB), Log-Likelihood Ratio (0.88 vs. 0.80 and 1.59vs. 1.50),
and Correlation Coefficient Analysis (0.0345vs. 0.021 and 0.0002 vs. 0.01012). Statistical analyses show
that the second proposed approach has the best results for the encrypted signal. Modifying conventional

chaotic approaches increases the security of the encryption system.

© 2017 Elsevier Ltd. All rights reserved.

1. Introduction

Nowadays multimedia applications such as video and voice are
crucial, and their service is the foundation of the telephone in-
dustry, video conference, and broadcast news. Thus, securing such
systems is very important to overcome intrusion and eavesdrop-
per attacks. Modern voice communication systems demand a huge
amount of information to be exchanged across local networks and
the Internet every day so our need for encryption and security has
increased. The conventional cryptographic techniques may be effi-
cient for the text data, however, they are unsuitable to the bulk
data capacity. One of the techniques that provide fast and highly
secure encryption methods is chaos-based techniques.

Continuous cryptographic systems have been developed which
use the synchronization between the transmitter and receiver to
retrieve data transmitted through an insecure medium. The first
generation of these systems is masking. A voice masking tech-
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nique based on Lorenz System is presented in [1] which uses
Lorenz equation to generate chaotic signals, these signals are used
as a base carrier signal on which the information signal is modu-
lated at the transmitter side. The information signal is then recov-
ered at the receiver side. In [2] the authors presented a technique
of speech masking with feedback and recovery information using
Lorenz chaotic flow. The results obtained showed that this tech-
nique provides higher security and immunity against noise than
the technique presented in [1]. The method of masking has been
shown to be insecure as there are various cryptanalysis meth-
ods [3] that make it possible to estimate the sender dynamics
and decoding of the message signal. The second generation is
the parameter and non-autonomous modulation techniques. Non-
autonomous techniques were developed to overcome the chaotic
parameter modulation break, which includes the return map, and
adaptive observer [4]. Non-autonomous modulation is considered
to be more secure than parameter modulation. The main goal of
this paper is proposing a voice encryption system that provides
users with a high degree of confidence and key sensitivity, and
preserving a good quality of the reconstructed speech signal by
chaotic flows. In Section 2, we discuss chaos-based cryptography
systems. In Section 3, we present the proposed encryption ap-
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Fig. 1. The 3D figure of Lorenz chaotic flow.

proach. In Section 4, we show the results of applying our proposed
approaches. Finally, we conclude our work in Section 5.

2. Chaotic system

Chaos-based cryptography plays an important role in modern
cryptography area. Chaos theory has been developed by physicists
and mathematicians. Chaos theory has eligible features such as de-
terminism, nonlinearity, irregularity, and sensitivity to initial con-
ditions. Therefore, and based on chaos theory features, security re-
search community adopts chaos theory in modern cryptography.
A function that possesses kind of chaotic behavior is defined as a
chaotic flow or map. In the following subsections, we discuss two
types of chaotic flows (using which we implement our proposed
system), namely, Lorenz chaotic flow and hyperchaotic Qi chaotic
flow.

2.1. Lorenz system

Lorenz chaotic flow can be described as three dimensions as
shown in Egs. (1)-(3).

X(t) =0 (Y(t) - X(t)) (1)
Y(t) =X (t) = X(D)Z(t) = Y (t) (2)
Z(t) = X(t)Y(t) — pY (t) 3)

where X(t), Y(t), Z(t) are the Lorenz chaotic variables, X(0), Y(0),
Z(0) are initial conditions, and o ,r and p are positive constants
with r > 24.74. Fig. 1 shows a 3D figure of Lorenz chaotic flow.

2.2. Hyperchaotic Qi system

The Qi hyperchaotic flow is described by the 4-D dynamics
Egs. (4)-(7):

X(t) = a(y(t) —x(t)) +y(©)z(t) (4)
y(&) =bx(t) +y(t)) —x()z(t) (5)
Z(t) = —cz(t) —ew(t) +x(t)y(t) (6)
W(t) = —dw(t) —rz(t) + x(t)y(t) (7)

where X(t), Y(t), Z(t) and w(t) are the hyperchaotic Qi variables,
x(0), y(0), z(0), w(0) are initial conditions and a, b, c, d, e, rare
positive constant parameters. Fig. 2 shows the 3D figure of hyper-
chaotic Qi system.
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Fig. 2. The 3D figure of hyperchaotic Qi system.

v01ceV51gnal Master Slave + | Output voice
m —f System System p— ¥

Fig. 3. Cryptosystem Transmitter and Receiver.

3. The proposed cryptosystem

The proposed cryptosystem is shown in Fig. 3. The samples of
voice signal Vy, are injected into the chaotic generator (master sys-
tem) which also acts as driving signal for synchronization purpose
as will be explained later. The voice signal is precisely recovered
at the receiver side (slave system) by the subtraction of the re-
ceiver’s regenerated drive signal from the received signal [4]. We
implement our proposed system using two different chaotic flows,
Lorenz system and hyperchaotic Qi system.

3.1. The proposed system using Lorenz chaotic flow

Here, we implement the master subsystem using Eqgs. (8)-(10)
related to Lorenz Eqgs. (1)-(3). We note that V,, is the input voice
sample, it is clear that Vi, is now a parameter of function F.

Xm = F((Xm + Vi), Yt Zm1) (8)
Yo = GXut, Yor, Zur) (9)
Zm =W (X, Yur, Zm1) (10)

The slave subsystem uses Lorenz Eqs. (11)-(14) to decrypt the
encrypted signal.

Xs = F(Xs, Ys, Z) (11)
Ys = G(Xm. Ys. Zs) (12)
Zy =W (Xu. Ys. Z5) (13)
Vo= Xu—Xs (14)
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