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Abstract

Ad exchanges are kind of the most popular online advertising marketplaces
for trading ad spaces over the Internet. Ad exchanges run auctions to sell
diverse ad spaces on the publishers’ web-pages to advertisers, who want to
display ads on ad spaces. However, the parties in an ad auction cannot verify
whether the auction is carried out correctly or not. Furthermore, the adver-
tisers are usually unwilling to reveal their sensitive bids and identities. In
this paper, we jointly consider the auction verifiability and the advertisers’
privacy preservation, and thus propose ERA, which is an Efficient, pRivacy-

preserving, and verifiAble online auction mechanism for ad exchanges. ERA
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