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Abstract

With the increasing digitization of the healthcare industry, a wide range of devices (including traditionally non-

networked medical devices) are Internet- and inter-connected. Mobile devices (e.g. smartphones) are one common

device used in the healthcare industry to improve the quality of service and experience for both patients and healthcare

workers, and the underlying network architecture to support such devices is also referred to as medical smartphone

networks (MSNs). MSNs, similar to other networks, are subject to a wide range of attacks (e.g. leakage of sensitive

patient information by a malicious insider). In this work, we focus on MSNs and present a compact but efficient trust-

based approach using Bayesian inference to identify malicious nodes in such an environment. We then demonstrate

the effectiveness of our approach in detecting malicious nodes by evaluating the deployment of our proposed approach

in a real-world environment with two healthcare organizations.
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1. Introduction

With the rapid advancements and interconnectivity of

information and communications technologies (ICT), it

is no surprise that ICT form the backbone of many as-

pects of the healthcare and medical industry. For exam-

ple, it has been estimated that ICT could save 63 billion

dollars in healthcare costs over the next fifteen years,

with a 15-30 percent reduction in hospital equipment

costs [11].

However, healthcare or medical networks are subject

to more stringent scrutiny, in comparison to traditional

networks [34], due to the sensitivity of information (e.g.

patient data and medical history) and the number and di-

versity of devices that could potentially be exploited to

target the system [31]. According to a survey by [16],

for example, the number of information security breach-

es reported by healthcare providers soared 60 percent

from 2013 to 2014, which is almost double the increase
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in other industries. A more recent McAfee report ex-

plained that vulnerabilities affecting networked medical

devices are not different from other operational tech-

nologies (e.g. medical devices), consumer technologies

(e.g. smartphones) and other forms of ICT (e.g. hospi-

tal networks) [17]. The networked medical devices may

be vulnerable to accidental failures, privacy violations,

intentional disruption, and widespread disruption.

It is no surprise that medical and mobile devices are

targeted by cybercriminals due to the use of such de-

vices to store and/or access sensitive information such

as patient’s personally identifiable information (PII) and

medical history. In addition, with the widespread adop-

tion of mobile technologies and the descreasing costs

of mobile devices (e.g. Android and iOS devices), mo-

bile devices are increasingly integrated in MSNs (e.g.

recording patient’s medical conditions and accessing

patient’s records in real-time during ward visits). These

devices are generally connected to the organization’s

wireless network; thus, each device can be considered

a node. Although such networks are private, they can
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