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Abstract

In the context of the ‘selfish-mine’ strategy proposed by Eyal and Sirer, we study the
effect of communication delay on the evolution of the Bitcoin blockchain. First, we use a
simplified Markov model that tracks the contrasting states of belief about the blockchain
of a small pool of dishonest miners and the ‘rest of the community’ to establish that the
use of block-hiding strategies, such as selfish-mine, causes the rate of production of orphan
blocks to increase. Then we use a spatial Poisson process model to study values of Eyal
and Sirer’s parameter -y, which denotes the proportion of the honest community that mines
on a previously-secret block released by the pool in response to the mining of a block by
the honest community. Finally, we use discrete-event simulation to study the behaviour of
a network of Bitcoin miners, a proportion of which is colluding in using the selfish-mine
strategy, under the assumption that there is a delay in the communication of information
between miners. The models indicate that both the dishonest and the honest miners were
worse off than they would have been if no dishonest mining was present, and that it is
possible for the mining community to detect block-hiding behaviour, such as that used in
selfish-mine, by monitoring the rate of production of orphan blocks.
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1. Introduction

Bitcoin is a peer to peer electronic payment system in which transactions are performed
without the need for a central clearing agency to authorize transactions. Bitcoin users con-
duct transactions by transmitting electronic messages which identify who is to be debited,
who is to be credited, and where the change (if any) is to be deposited.
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