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Abstract

Biosensors aim at providing pervasive healthcare by collecting and communi-
cating highly sensitive medical information. Due to their extreme limitations,
lightweight and secure key management infrastructures are required. For this
reason, biosensors use physiological parameters that are generated from differ-
ent vital signals (i.e., electrocardiogram, photoplethysmogram, blood pressure)
to protect the exchanged private health information. In this paper, we define
two novel physiological parameter generation techniques and analyze both the
performance and the quality of the outcomes. Our results show that we generate
good candidates of physiological parameters that can be used as cryptographic
keys to secure the communication among the biosensors.
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1. Introduction

Healthcare concerns with the maintenance or restoration of an individual’s
health by preventing or treating well-being through medical services. With the
use of pervasive computing, healthcare systems can be constituted so as to en-
able remote, continuous and real-time health monitoring. While using pervasive
healthcare, physical presence of the health professionals are required only dur-
ing emergencies; meaning that there is no restriction on the time and space of
the patient monitoring process. Body Area Networks (BANs), whose infrastruc-
ture is depicted in Figure 1, are the most important building block of pervasive
healthcare [2–4]. They provide effective, efficient and accurate monitoring of
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