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The modern vehicle requires connectivity in order to enable and enhance comfort and convenience
features so desired by customers. This connectivity however also allows the possibility that an external
attacker may compromise the security (and therefore the safety) of the vehicle. In order to answer this
problem, we propose a framework for a systematic method of security testing for automotive Bluetooth

interfaces and implement a proof-of-concept tool to carry out testing on vehicles using this framework.
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From our findings, we conclude that the method enabled us to enumerate multiple weaknesses and that
by continuing to extend the work, we would discover more.

© 2017 Elsevier Inc. All rights reserved.

1. Introduction

The modern vehicular system is opening up, with wireless in-
terfaces and services implemented for customer comfort and con-
venience. The introduction of these interfaces means that mali-
cious external influences are now possible, as demonstrated by
seminal experimental analyses on individual vehicles [11,29,38].
These influences can be construed as “cyberattacks” or “hacks”,
which have come to mean an attempt to manipulate an inse-
cure system to cause negative consequences such as harm, damage
or destruction. In cyber-physical systems - defined as a system
where computational and physical processes are integrated [30]
- the harm may not be limited to logical assets (such as per-
sonal data theft or loss) but could conceivably also cause physical
harm, such as is the case with a vehicle. Protection and defence
mechanisms are therefore necessary in order to mitigate or nul-
lify the consequences of an attack. Several challenges stand in the
way of implementation although experimental analyses on a ve-
hicle’s possible entry points have been performed. The primary
concern here is that the placement and details of countermeasures
requires knowledge as to where, in the system, security vulnera-
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bilities or weaknesses exist in the first place, and what its nature
is.

Bluetooth is a pervasive interface and was therefore chosen
for this study because of the potential negative impact should it
be compromised. There have been estimates that vehicles with a
Bluetooth interface number at nearly nine million currently, with a
forecast of 21 million vehicles to have Bluetooth by 2018 [19]. Mar-
ket growth for information systems, of which Bluetooth is a major
enabler, is anticipated to grow to $1.6 billion by 2020, with at least
a 40% rise in automotive wireless technology [2]. Bluetooth is a low
power, short range wireless communication technology, capable of
forming ad-hoc networks. Security issues with this technology are
well documented [15].

The main contribution of the paper is a systematic method
of evaluating the security of the automotive Bluetooth interface,
something that has not yet been performed. This is needed to
maximise the effectiveness of the security evaluation and is im-
plemented through a proof-of-concept tool based on attack tree
modelling and penetration testing methods. This tool was then
used to evaluate the Bluetooth interface on a range of built-in au-
tomotive infotainment systems.

The rest of this paper is structured as follows: Section 2 dis-
cusses related work, whilst Section 3 looks at Bluetooth security,
both generally and specific to the automotive domain. We describe
our methodology in Section 4 and present our proof-of-concept
tool development and validation in Section 5. We discuss our find-
ings in Section 6 and consider future directions in Section 7.
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2. Related work

There are several challenges with securing wireless interfaces
in vehicles. Any security mechanism will require additional pro-
cessing overhead, and on the hardware level, has ramifications in
provision of energy and in physical assembly and design, such as
placement of additional wiring. Even should such concerns be ad-
dressed, well-established defences at software level such as the
use of cryptography, firewalls and intrusion detection systems (IDS)
cannot be implemented without considerable change in architec-
ture due to the use of sufficiently different protocols and topolo-
gies within the automotive domain. Even post-release, patches,
unless performed over-the-air, for discovered vulnerabilities are
difficult to apply once units are sold.

All of the above is dependent on acquiring knowledge and in-
formation regarding existing vulnerabilities and holds true not just
of Bluetooth attacks, but also generally. Some exploits have already
been demonstrated in literature on the vehicle as a whole [11,
29] or on various subsystems [22,42,46,51,52], some are reported
through “hacker” conferences such as Black Hat [38] whilst still
others can be inferred through technological trends.

Although these papers show an impressive range of experimen-
tation and an in-depth knowledge of the target system, they have
not mapped out a process or taxonomised their findings. Further-
more, information on the practical aspect of security testing is
scarce; because automotive systems are complex with many dif-
ferent technologies integrated into the single vehicle, many papers
dealing with experimental analysis by necessity limit their scope
to a single interface, protocol or technology which are extremely
diverse in nature. Of the papers that involve practical security anal-
ysis on vehicles, only one details attacks on an automotive system
(at a high level) via Bluetooth [11], although many agree that Blue-
tooth is a viable entry point for an attacker [42,56,14,36,22,25].
Despite the paucity of information, from the number and variety
of reported threats, vulnerabilities and exploits, it is clear that a
systematic description of the problem is required.

A systematic security evaluation method has many advantages.
There is a disparity between what an attacker must find in order
to exploit the system (potentially just one vulnerability) and the
number of flaws a defender would have to safeguard in order to
protect the system (as many as possible). An ad-hoc approach to
finding vulnerabilities - which by implication means a subjective
prioritisation of what and where to test [32] - potentially results in
flaws being overlooked. A methodical approach increases the like-
lihood of determining flaws, thereby mitigating this problem [48].
Systematic analyses can also be supported by a variety of tools
and utilities, for example, through the use of graph-based mod-
elling, and in this case also means that, not only is the final result
documented, but all the details that led to the system compromise
[13].

Systematic evaluations have been described in model-based
testing studies such as [34] and security specific model-based test-
ing [48] is an active field of research. These have inspired our
method of systematism, in particular the use of attack trees. How-
ever, although this approach provides rigour and confidence, we
have no trustworthy model from which to generate tests. This
is because the Bluetooth specification is embedded in other sys-
tems (such as the embedded system’s operating system and other
firmware) for which we would need to include to provide a com-
plete model representation of the implementation and for which
there is very little information. Furthermore, whilst model-based
security testing may provide coverage of security weaknesses in a
system, applications thereof (e.g. [23]) have required that models
be available or pre-built in order to formally examine. The barrier
to using such methods is as above, that the information required to
do so is not available, both due to commercial confidentiality and

the obscurity of subcomponents within the system (many of which
are third party). This also precludes other methods of enabling sys-
tematic evaluation such as attack graphs, for which formal model
checking could be performed.

Automotive specific systematic methods of evaluation are de-
scribed in the “E-safety vehicle intrusion protected applications”
(EVITA) project [17]. The EVITA project ultimately aims to provide
a secure architecture for automotive on-board networks and eval-
uates the realisation of this using two “views” the first of which is
a magnified view. Attack tree modelling (discussed further in Sec-
tion 4.2) is used to support these processes, although the end goal
of verifying whether assets are really protected somewhat differs
from the aim of this paper which is to identify unprotected assets
through a methodical evaluation. The second view, called a compo-
sitional view, deals with looking at attack categories (and related
security guarantees) to ensure that omitted attacks are minimised.
The latter is a valuable exercise, however, where a system already
exists with unknown properties (and therefore unknown guaran-
tees) as is the case with this paper, the ability to analyse coverage
in such a way is limited. Methodical evaluation methods are also
presented in the J3061 Cybersecurity Guidebook for Cyber-Physical
Vehicle Systems [47], drawing from EVITA, although information
provided has been examples thereof rather than application to a
system.

3. Bluetooth

Bluetooth is more complex than most wireless standards, due
in part to the Frequency Hopping Spread Spectrum (FHSS) mech-
anism designed to reduce narrowband interference. Channel hop-
ping occurs once every 625 ps and in some cases also uses Adap-
tive Frequency Hopping (AFH), whereby channels that can cause
interference are avoided [8]. Data whitening is also performed by
XOR-ing each packet with a pseudorandom sequence, in order to
facilitate signal transmission.

Adding to the complexity is also the fact that not all Blue-
tooth implementations are identical; Bluetooth standards specify
various service profiles that could be used in order to customise
the technology, whether that be to enable “hands-free” commu-
nication, allow file transfers or grant access to phonebooks and
messages [4]. Profiles consist of information regarding dependen-
cies, user interface details and specific protocols required by the
service. This information is vital in detailing what the device is ca-
pable of doing, and, from an adversary’s point of view, also gives
information on potential weaknesses. The vast majority of services
embodied by these profiles communicate via the Radio Frequency
Communications (RFCOMM) and Logical Link Control and Adapta-
tion Protocol (L2CAP) layers and, where there is an open channel,
could be used to send or extract data. The number and nature of
accessible ports on a remote device depend on the services being
offered along with whether a user is paired and connected.

The pairing process, essentially the method by which two or
more devices synchronise their “hops”, is well documented and
in the interest of brevity is only outlined here. A complete intro-
duction may be found in [8]. The pairing process uses one of two
mechanisms:

e Legacy pairing: This has been superseded by Simple Secure
Pairing (SSP) in the Bluetooth 2.1 specification, although many
older platforms still use this mechanism. The pairing exchange
involves the derivation of a link key from the Bluetooth ad-
dress, the PIN and a random number. This link key is then
stored locally and used in subsequent authentication and en-
cryption processes. The primary danger to this mechanism is
the fact that the PIN is the only aspect providing entropy, ex-
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