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a b s t r a c t

Intrusion Detection Systems (IDSs) detect potential attacks by monitoring activities in computers and
networks. This monitoring is carried out by collecting and analyzing data pertaining to users and
organizations. The data is collected from various sources – such as system log files or network traffic–
and may contain private information. Therefore, analysis of the data by an IDS can raise multiple privacy
concerns. Recently, building IDSs that consider privacy issues in their design criteria in addition to classic
design objectives (such as IDS’ performance and precision) has become a priority. This article proposes
a taxonomy of privacy issues in IDSs which is then utilized to identify new challenges and problems in
the field. In this taxonomy, we classify privacy-sensitive IDS data as input, built-in and generated data.
Research prototypes are then surveyed and compared using the taxonomy. The privacy techniques used in
the surveyed systems are discussed and compared based on their effects on the performance and precision
of the IDS. Finally, the taxonomy and the survey are used to point out a number of areas for future research.
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1. Introduction

Intrusion Detection Systems (IDSs) are one of the most impor-
tant defensive mechanisms in computer networks. These systems
can detect and possibly prevent attacks and malicious activities
which frontier security mechanisms, such as firewalls, often fail to
catch.

Privacy issues in the field of computer security have been stud-
ied extensively. However, there is no universal definition of pri-
vacy. Oneof themost commondefinitions of privacy in information
systems is: ‘‘the claim of individuals, groups or institutions to de-
termine for themselveswhen, how, and towhat extent information
about them is communicated to others’’ [1].

Many countries have passed data protection and privacy laws
which secure the right of privacy of their citizens. Such privacy
laws include but are not limited to the US’s HIPAA [2], the EU’s data
protection directive [3] and Canada’s PIPEDEA [4].

It is imperative that new technologies and information systems
not only consider users’ demands and legal requirements for pri-
vacy, but also satisfy these requirements properly.

Privacy is very important to surveillance and monitoring sys-
tems such as IDSs. To detect attacks in networks and computer
systems, IDSs need to collect, store and analyze a wide scope of
data. This data may contain private information and therefore the
operation of an IDS may have privacy-related consequences.

In this article, we propose the first taxonomy, survey and future
directions on privacy issues in IDSes.

1.1. Our contributions

A taxonomy of privacy issues in IDSs. We propose a taxon-
omy which is based on three sources of private data: IDS input
data (e.g. network traffic, log files), IDS built-in data (e.g. attack
signatures or normal profiles) and IDS generated data (e.g. alerts or
reports). For each source, we specify data fieldswhich are concerns
for privacy. Privacy issues for each data source are then discussed
with illustrative examples.

Survey and classification of existing privacy preserving IDSs.
We survey and classify existing privacy-preserving IDSs using our
proposed taxonomy (Table 1). For each work, we examine the
source of the private data, privacy sensitive fields and the tech-
niques used to address the privacy requirements.

Comparison of privacy-preserving techniques. We also dis-
cuss and compare different privacy-preserving techniques that can
be used to ensure privacy in IDSs. Since these techniques address
different privacy issues, it is important to know how they work
and how they influence the IDS’ performance and precision (false-
positive and false-negative rates).

Future Directions. Finally, the taxonomy and survey are used
to point towards a number of interesting areas for future research
in the field.

1.2. Organization

This article is organized as follows: To better illustrate the issue
of privacy in IDSs, in Section 2 we review a number of interesting
cases in which preserving privacy is important. We present our
proposed taxonomy of privacy issues in IDSs in Section 3. We then
survey the related work based on the proposed taxonomy in Sec-
tion 4, we discuss the privacy techniques used in surveyed systems
and compare them based on their effects on IDS’ performance and
precision in Section 5, finally, challenges and future directions are
presented in Section 6.

2. Motivating scenarios

One of the scenarios in which preserving privacy is of great
importance is Collaborative Intrusion Detection (CID) [31–33]. Here,
a number of IDSs wish to cooperate in order to detect distributed
cyber attacks such as the spread of worms or denial-of-service
attacks. Privacy concerns may arise since a single IDS’s data – such
as alert logs – have to be shared with other IDSs which may able
to be accessed by unauthorized users. Sharing this data may risk
exposing sensitive information such as intranet topology, network
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