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Abstract

The medical imagery is a transverse activity for all medical disciplines. Its remarkable development is due to the large use of
telecommunications and information technologies in the medical domain. However, since the telemedicine is a medical act that
must answer to stern rules, and follow the easiness that is offered by the informatics sciences to violate the confidentiality and
authenticity of medical data, the medical community is, actually, in state of opposition facing the computerization of data. To
resolve this problem, a lot of methods combining compression and encryption have been developed in the literature to secure the
transmission and the storage of medical images. This work presents a method of a partial or selective encryption for medical
Images. It is based on the integration of the encryption in a compression process based on the Discrete Cosine Transform (DCT)
in order to reduce the processing time in the encryption-decryption operation. The results of several experiments show that the
proposed scheme is rapid, efficient, secure and it perfectly preserves the performances of the new one.
c� 2017 The Authors. Published by Elsevier B.V.
Peer-review under responsibility of KES International.
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1. Introduction

When it is necessary to transmit medical data through networks, both compression and encryption must be per-
formed1. Indeed, the digital images have a gigantic size. Therefore, we must compress them in order to improve
the capacity of storage and to optimize their transmission (reduction in the transmission time and in the obstruction
of networks). In addition, network communication can be intercepted especially in the Wide World Web. Conse-
quently, the encryption of the medical images is imposed to safeguard the confidentiality of medical data during their
transmission.

To satisfy these two conditions, the classical approach consists of applying a compression algorithm to the medical
image, and then its output is encrypted with independent cryptographic algorithm1 (Fig. 1).
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Unfortunately, we believe that the classical approach is not very efficient because the encryption processing time
is relatively important especially in the emergency cases.

Multitude of methods combining compression and encryption have been proposed to reduce the overall processing
time2,3,4,5,6,7, but they are either insecure or too computationally intensive.

In this paper, we propose an efficient DCT-based algorithm which combines encryption and compression. We
apply this algorithm to the most efficient DCT-based compression norm: JPEG8 (Fig. 2).
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Fig. 1: Classical approach
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Fig. 2: Proposed approach

In the next section of this paper, Section 2, the DCT and the encryption algorithm RSA are briefly described.
Section 3 presents the principle and the results of the novel crypto-compression scheme. In Section 4, the advantages
of our algorithm are enumerated. Section 5 concludes the paper.

2. Background

2.1. Discrete Cosine Transform (DCT)

The DCT, used in the JPEG algorithm, transforms the pixels of one block (8 × 8) of one image into another block
of (8 × 8) containing the corresponding frequency components. This transformation, which is specially studied for
the compression of the images, is the most efficient as the data are correlated (Fig. 3).
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