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A B S T R A C T

Objective: Secure messaging through patient portals is an increasingly popular way that consumers interact with
healthcare providers. The increasing burden of secure messaging can affect clinic staffing and workflows.
Manual management of portal messages is costly and time consuming. Automated classification of portal mes-
sages could potentially expedite message triage and delivery of care.
Materials and methods: We developed automated patient portal message classifiers with rule-based and machine
learning techniques using bag of words and natural language processing (NLP) approaches. To evaluate classifier
performance, we used a gold standard of 3253 portal messages manually categorized using a taxonomy of
communication types (i.e., main categories of informational, medical, logistical, social, and other communica-
tions, and subcategories including prescriptions, appointments, problems, tests, follow-up, contact information,
and acknowledgement). We evaluated our classifiers’ accuracies in identifying individual communication types
within portal messages with area under the receiver-operator curve (AUC). Portal messages often contain more
than one type of communication. To predict all communication types within single messages, we used the
Jaccard Index. We extracted the variables of importance for the random forest classifiers.
Results: The best performing approaches to classification for the major communication types were: logistic re-
gression for medical communications (AUC: 0.899); basic (rule-based) for informational communications (AUC:
0.842); and random forests for social communications and logistical communications (AUCs: 0.875 and 0.925,
respectively). The best performing classification approach of classifiers for individual communication subtypes
was random forests for Logistical-Contact Information (AUC: 0.963). The Jaccard Indices by approach were:
basic classifier, Jaccard Index: 0.674; Naïve Bayes, Jaccard Index: 0.799; random forests, Jaccard Index: 0.859;
and logistic regression, Jaccard Index: 0.861. For medical communications, the most predictive variables were
NLP concepts (e.g., Temporal_Concept, which maps to ‘morning’, ‘evening’ and Idea_or_Concept which maps to
‘appointment’ and ‘refill’). For logistical communications, the most predictive variables contained similar
numbers of NLP variables and words (e.g., Telephone mapping to ‘phone’, ‘insurance’). For social and in-
formational communications, the most predictive variables were words (e.g., social: ‘thanks’, ‘much’, informa-
tional: ‘question’, ‘mean’).
Conclusions: This study applies automated classification methods to the content of patient portal messages and
evaluates the application of NLP techniques on consumer communications in patient portal messages. We de-
monstrated that random forest and logistic regression approaches accurately classified the content of portal
messages, although the best approach to classification varied by communication type. Words were the most
predictive variables for classification of most communication types, although NLP variables were most predictive
for medical communication types. As adoption of patient portals increases, automated techniques could assist in
understanding and managing growing volumes of messages. Further work is needed to improve classification
performance to potentially support message triage and answering.
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1. Introduction

Patient portals, online applications that allow patients to interact
with their healthcare providers and institutions, have had increasing
adoption because of consumer demand and governmental regulations
[1]. Secure messaging is one of the most popular functions of patient
portals, and this function allows individuals to interact with their
healthcare providers [2–9]. The increasing burden of secure messaging
has been demonstrated in multiple settings with providers having a few
messages per week to multiple messages per day within a few years
after patient portal implementation [10–13]. This increasing burden
can affect staffing and workflows of a clinic and health care providers
[14]. Being able to determine the contents of these messages in an
automated fashion could potentially mitigate this burden.

Prior research has demonstrated that users express diverse health-
related needs in portal messages, and substantial medical care is de-
livered through portal interactions [10,15–19]. Message content can
contain informational (e.g., what is the side effect of simvastatin?),
logistical (e.g., what time does the pharmacy open?), medical (e.g., I am
having a new numbness in my legs), and social (e.g., Please thank your
nurse for his care of my wife) communication types. Classification of
messages may aid message management with triage to appropriate re-
sources or personnel. Identifying when medical care is delivered in
patient portal messages could support online compensation models
beyond the limited codes for online care transitions and telehealth
services [20].

Categorization of portal message content can be viewed as a text
classification problem. The most popular methods employed for text
classification include a manual approach, where a human will classify
each message, or automatically, through rule-based approaches based
on words or phrases that appear in the text or machine learning tech-
niques (e.g., logistic regression, random forests, support vector ma-
chines) [21–27]. Text classification applications have been evaluated in
the health care domain. Several studies have demonstrated the ability
to classify unstructured text written by medical personnel [28,29].
These studies demonstrated excellent areas under the operator-receiver
curve over 0.88. Researchers have also attempted to identify adverse

drug reactions from consumer-generated text [30–32]. Although text
classification has been successfully done for consumer-generated text
from online forums and social media, this approach has not been ap-
plied to and evaluated for secure messages from patient portals.

A limited number of studies have classified portal messages in pri-
mary care settings only using manual methods [15,16]. North et al.
manually classified 323 messages, demonstrating 37% were medication
related, 23% were symptom related, 20% were test related, 7% were
medical questions, 6% were acknowledgements, and 9% had more than
one issue [16]. Haun et al. asked senders to classify their messages in
predefined categories and observed the following distribution, although
user-assigned categories were not consistently applied accurately: 59%
general (i.e., condition management/report, specialty/procedure re-
quest, correspondence request, medication refill request,), 24% ap-
pointments (i.e., confirmations, cancellations, specialty appointment
requests), and 16% refill and medication inquiries [15]. As patient
portal and secure messaging adoption increases, understanding the
content of these messages and their implications for provider workload
becomes more important.

Our research team has previously evaluated different methods of
automatically classifying messages sent through a patient portal used
by multiple specialties at a large, tertiary care institution. We compared
the performance of basic classification and machine learning ap-
proaches to determine the major types of portal message content using
a gold standard of 1000 portal messages classified by the semantic types
of communications within the message, including informational, med-
ical, logistical and social communication types [17]. We discovered that
automated methods have promise for predicting major semantic types
of communications, but this work was limited because of the small data
set, and it did not include an analysis of what features (e.g., words,
concepts, semantic types) are most important for the machine learning
classifiers or an attempt to classify messages beyond the major cate-
gories in a rich hierarchy containing many communication subtypes. In
this manuscript, we expand on our previous work by comparing auto-
mated approaches to message classification using a substantially larger
gold standard and the full semantic communication type hierarchy
(Fig. 1), and determining the features important for classification.

Fig. 1. The taxonomy of consumer health
information communication types
[17,33,34].
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