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Abstract

Introduction: The aim of this study is to evaluate the effectiveness and ef-
ficiency of privacy-preserving data cubes of electronic medical records (EMRs).
An EMR data cube is a complex of EMR statistics that are summarized or
aggregated by all possible combinations of attributes. Data cubes are widely
utilized for efficient big data analysis and also have great potential for EMR
analysis. For safe data analysis without privacy breaches, we must consider the
privacy preservation characteristics of the EMR data cube. In this paper, we
introduce a design for a privacy-preserving EMR data cube and the anonymiza-
tion methods needed to achieve data privacy. We further focus on changes
in efficiency and effectiveness that are caused by the anonymization process
for privacy preservation. Thus, we experimentally evaluate various types of
privacy-preserving EMR data cubes using several practical metrics and discuss
the applicability of each anonymization method with consideration for the EMR,
analysis environment.

Methods: We construct privacy-preserving EMR data cubes from anonymized
EMR datasets. A real EMR dataset and demographic dataset are used for the
evaluation. There are a large number of anonymization methods to preserve

EMR privacy, and the methods are classified into three categories (i.e., global
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