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translated to the use of peripheral pads that allow the signature to be performed by the user. However, in the re-
cent years, the proliferation of mobile devices with touch screens has paved the path to deploy this biometric mo-
dality beyond the limits of a desktop. Bringing this biometric modality to mobile devices open several challenges,
being some of them already covered, but some others needing further study. This paper provides an overview of
these challenges and point to future research works that can help to the continuous deployment of this biometric

© 2016 Elsevier B.V. All rights reserved.

1. Introduction

From the so-called behavioural modalities in biometrics, handwrit-
ten signature is gaining much attention recently. One of the reasons
for such interest is the deployment of devices that, intrinsically, can cap-
ture handwritten data, such as touch screens. However, such prolifera-
tion of the technology may not necessarily mean an improvement in
the performance, although it is, for sure, a magnificent opportunity to
popularize this biometric modality. Laptop computers, tablets, and
smartphones are currently in the hands of any kind of user. Further-
more, companies have seen in this new technologies the opportunity
to avoid paper handling in actions such as credit card payments or par-
cel delivery, saving huge amount of money in expenses. However, some
clarity shall be provided as well as focus on further research to be done
in order to improve the current state of the art.

The first thing to clarify is that under the term of handwritten signa-
ture biometrics, there are two different modalities involved [1]: (a) stat-
ic signature (also called off-line signature), which is simply based on the
graph generated after signing, such as the information obtained when
scanning a page with a signature already written, and (b) dynamic sig-
nature (also called on-line signature), which is based on the set of tem-
poral signals generated while the signature is being written, such as
horizontal and vertical movements, pressure, etc. Each of these modal-
ities has its own characteristics and challenges. Static signature is cur-
rently the most deployed one (used in card payments and couriers),
not really used as a biometric modality but only as a means to save on

% This paper has been recommended for acceptance by Sinisa Todorovic, PhD.
E-mail address: rsreillo@ing.uc3m.es.

http://dx.doi.org/10.1016/j.imavis.2016.03.011
0262-8856/© 2016 Elsevier B.V. All rights reserved.

paper handling (i.e., no comparison is made when the signature is per-
formed as the only interest is to store the graph with the acceptance
document). Several studies have demonstrated that, when used as a
biometric modality, static signature presents low performance and little
robustness against fraud, unless taken under the analysis of a human ex-
pert. Dynamic signature has shown to be a much better solution for au-
tomatic verification, including larger robustness against forgeries when
being used by a machine [2].

Most of the studies that have given such conclusions were working
with desktop devices specialized in digitalizing the act of signing. How-
ever, bringing the technology to the use of current mobile devices takes
further considerations to be studied, in particular related with user in-
teraction and technology dependence. Therefore, this paper will place
these two biometric modalities in the context of mobile devices, analyz-
ing the recent advances and studying the challenges to be faced. Thus,
the following section gives an overview of the main challenges that bio-
metric systems (in general) have to face when being migrated to this
new world. Then Section 3 will focus on the challenges that handwritten
signature biometrics is facing, to end with a set of conclusions in
Section 4.

2. Main challenges when merging biometrics and mobile devices

Migrating biometrics to mobile devices is not a straightforward pro-
cess. There are several constraints that can drive the biometric solution
to fail or, at least, to underperform. This is a common problem to all bio-
metric modalities, although the impact may differ from one to another.
This section covers briefly the most important challenges.
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Fig. 1. Several ways the user can interact with the mobile device when performing a biometric authentication.

2.1. Computational power

Obviously, the computational power of a mobile device is much
lower than that one of a mainframe, a server, or even a desktop comput-
er, but this constraint may not be relevant depending the situation. For
most algorithms, the computational power of current 32-bit processors
and available memory is enough for a real-time execution. In particular,
most applications of biometrics in mobile biometrics are implemented
to perform 1:1 comparisons or in the worst case 1:few. Therefore, the
comparison process should not be compromised. The only step in the
process where the computation power may be a problem is in those
cases where the enrolment is based on intensive training, although
the biometric system may consider executing the enrolment outside
of the mobile device.

2.2. Data protection and privacy

Biometrics is based on personal data, which should be protected
against copy or robbery. In contrast to the use of biometrics in servers
or personal computers, handling personal data in mobile devices in-
crease the risk of losing such data. Mobile devices may be lost, forgotten,
or most probably used by others. Therefore, any implementation of bio-
metrics in mobile devices should include those mechanisms that may
guarantee the privacy of the citizen [3].

2.3. Acquisition of biometric data

The most important technological constraint deals with the act of ac-
quiring the biometric sample. There are two possibilities depending on
the biometric modality. The first one is to use an external sensor con-
nected to the mobile device through either a wire or a wireless. This
case is quite inconvenient to the user as he/she will have to carry an
additional device, and in order to minimize this, the sensor should be
small and operated with a single hand, which minimizes the capture
capabilities.

The other possibility is to use a component intrinsic to the mobile
device (e.g., the touch screen), which provides better ergonomics and
convenience for the user as well as higher marketing options, as user in-
vestment is not needed for using the biometric solution, at least in hard-
ware devices. The drawback is that such component was not designed
for being a biometric sensor, and therefore its features may differ a lot
from the ones required by traditional biometric systems. In other
words, the biometric solution shall be adapted to the sensor, instead
of having a sensor adapted to the biometric solution.

24. User interaction

The biggest challenge is dealing with the way the biometric solution
is used. In contrast to traditional biometric systems, a mobile device can
be used in any position, situation, and scenario (See Fig. 1.). The user can
be standing, walking, sitting on a chair, or even lying on the bed. The
solution can be used indoors or outdoors and with variable illumination

and humidity. This leads to a huge variety of interactions between the
user and the biometric sensor. Therefore, the samples captured will dif-
fer much more than in traditional systems, compromising the false-neg-
ative rates (i.e., FNMR) and the failure to acquire (i.e., FTA).

3. Handwritten signature biometrics in mobile devices

When the above-mentioned constraints are applied to handwritten
biometrics, a set of challenges can be specified in order to outline future
research lines that will help in the correct massive deployment of the
technology.

3.1. Impact due to user interaction

As handwritten signature is a behavioural modality, user interaction
may distort the information acquired. There have been studies that have
shown difference in performance depending on the capture device, al-
though not as large as initially expected [4,5]. However, further studies
shall be carried out to better determine the dependence between the in-
teraction and the biometric sample. This is needed to try to discover a
way to isolate the deviation on the biometric sample due to a specific in-
teraction model from the original biometric reference.

In addition, although previous studies have analyzed different inter-
action, all those were only depending on the user, but not on the plat-
form the user is located. For example, it is of interest to analyze the
impact originated by those cases where the user is on a moving plat-
form, such as a train.

Another open issue, in particular due to the fact that handwritten
signature is a behavioural biometric modality, is to analyze the impact
of the user mood when performing the signature. In this respect, there
have been initial studies considering the stress of the user [6] or the
user personality [7], but many more studies should follow.

3.2. The impact of technology

For simplicity, we use the term “mobile devices,” but such term bring
a wide variety of technological features that may bring important im-
pact to the migration of biometrics. Even simplifying the term by only
considering smartphones and tablets still brings many parameters to
consider, such as size, operating system, sensor technology, etc. In the
case of using mobile phones for handwritten signature biometrics, the
focus is placed on the touch screen, both in its size and in its technology
(i.e., capacitive, resistive, dual, etc.).

Up to a limit, size is important, but mainly depending both in the
user and in the size of the signature to write. Recent studies [8,9] have
shown that when the screen is larger than 4.5, “users do not seem to
worry much, neither performance is highly modified. If screen is large
enough, e.g. larger than 10", then the user typically demands placing
the device on a surface (e.g., a table) to perform the signature. However,
apart from these considerations, size may not be a deterministic factor.

What it is much more important is the technology involved, as de-
pending on it, the information captured may differ greatly. In general,
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