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Abstract

In this paper, we introduce a fast algorithm for computing cosine transforms over fields of charac-
teristic 2 (FFCT). Such transforms, which were recently proposed in the literature, are analogous
to real-valued discrete cosine transforms in the same sense in which the finite field Fourier trans-
form (FFFT) is analogous to the discrete Fourier transform. The referred algorithm is based on
fast algorithms for computing cyclic convolutions over fields of characteristic 2. In particular, we
present an algorithm for an 8-point FFCT over GF(28) and show how such a transform can be
used as the basis of an image encryption scheme. We highlight the advantages of this scheme com-
pared to that based on cosine transforms over fields of odd characteristic and perform computer
simulations to demonstrate its resistance against the main cryptographic attacks.
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1. Introduction

Since their introduction in the 1970’s, finite field transforms have been used in different appli-
cation scenarios [22]. In signal processing, where such mathematical tools are commonly known
as number-theoretic transforms, they are mainly used for efficient computation of linear convolu-
tions [1, 4, 24, 12]. This avoids rounding-off errors and provides advantages related to the algebraic
structures where the transform is defined [4, 13]. In error-correcting codes, finite field transforms
are used, for instance, to achieve interesting interpretations of the encoding and decoding pro-
cesses [3, 26, 19].

In most cases, the finite field transforms are Fourier-like transforms. This means that, for
an N -point transform, the kernel is an N -th root of unity in the field where the transform is
defined. However, other types of finite field transforms have also been defined. This includes cosine,
sine, Hartley and wavelet transforms, which have encountered applications in cryptography, error-
correcting codes, information hiding and multiuser communication, for example [6, 15, 9, 18, 8].
With respect to the finite field cosine transform, it is remarkable the fact that, originally, such
a transform had been defined only over fields of odd characteristic. This restriction came from
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