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Abstract 

Due to the globalized semiconductor business model, malicious hardware modifications, known as hardware Trojans (HTs), have risen up as 

a big concern for chip security. HT detection and mitigation methods for general integrated circuits have been investigated in the past decade. 

However, the majority of the existing efforts are not customized for HTs in Networks-on-Chip (NoCs). To complement the firmware and 

software level methods for rogue NoCs detection, we propose countermeasures to harden the NoC hardware design against tampering. More 

specifically, we propose a collaborative dynamic permutation and flit integrity check method to mitigate the potential inside-router HTs 

inserted by the disloyal member in the NoC design house or the 3rd-party system integration company. Our method improves the number of 

received packets by up to 70.1% over the other methods if the HT controls the NoC packet destination address. The average link availability of 

our method is 43.7% higher than that of the exiting methods. Our method increases the effective average latency by up to 63.4%, 68.2%, and 

98.9% for the single HT in the destination, header, and tail fields, respectively, over the existing methods. 

 

Index Terms—Network-on-chip (NoC), hardware Trojan, hardware security, bandwidth depletion, deadlock, livelock, denial-of-service 

attack, latency, throughput.  

 

INTRODUCTION 

UTSOURCED fabrication, assembly and testing, have resulted in chip designs facing a new challenge—

threats on hardware security [1-4]. Among various hardware threats, hardware Trojans (HTs) are a 

well-known one; which are malicious hardware modifications on the original chip. An HT is composed 

of trigger circuit and payload circuit. The trigger circuit is used to examine the arrival of the trigger 

condition that the attacker specifies in the Trojan insertion stage. The Trojan payload circuit could cause a 

denial-of-service (DoS) problem, alter a chip’s normal operations, or provide the adversary with the 

privilege to access a confidential memory space [5-7]. The Semiconductor Research Corporation (SRC) 
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