Author’s Accepted Manuscript

Journal

Secure Communications via Synchronization of
Liouvillian Chaotic Systems

Rafael Martinez-Guerra, Juan J. Montesinos
Garcia, Sergio M. Delfin Prieto

www.elsevier.comlocate/jfranklin

PII: S0016-0032(16)30276-9
DOI: http://dx.doi.org/10.1016/j.jfranklin.2016.08.011
Reference: F12691

To appear in:  Journal of the Franklin Institute

Received date: 28 November 2015
Revised date: 20 May 2016
Accepted date: 10 August 2016

Cite this article as: Rafael Martinez-Guerra, Juan J. Montesinos Garcia an
Sergio M. Delfin Prieto, Secure Communications via Synchronization o

Liouvillian =~ Chaotic =~ Systems, Journal of the Franklin Institute
http://dx.doi.org/10.1016/j.jfranklin.2016.08.011

This is a PDF file of an unedited manuscript that has been accepted fo
publication. As a service to our customers we are providing this early version o
the manuscript. The manuscript will undergo copyediting, typesetting, an
review of the resulting galley proof before it is published in its final citable forn
Please note that during the production process errors may be discovered whic
could affect the content, and all legal disclaimers that apply to the journal pertain


http://www.elsevier.com/locate/jfranklin
http://dx.doi.org/10.1016/j.jfranklin.2016.08.011
http://dx.doi.org/10.1016/j.jfranklin.2016.08.011
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Rafael Martinez-Guerra®, Juan J. Montesinos Garcia, Sergio M. Delfin Prieto

Departamento de Control Automdtico, CINVESTAV-IPN, Av. IPN 2508, Col. San Pedro
Zacatenco, 07360, Ciudad de México, Mézico.

Abstract

In this article we propose the use of a Liouvillian chaotic system on a master-
slave scheme for secure communications. Two forms of data encryption are
presented, the first is a state observer based on the Super-Twisting algorithm,
the second is a receiver designed through the properties of Liouvillian systems,
this last receiver does not suffer from data loss due to synchronization error
present on state observer based encryption. To test the advantages of this
encryption, images and text will be used as transmitted data.
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1. Introduction

The problem of synchronization in chaotic systems has received a great at-
tention among scientist in many fields due to its potential applications [8], [16],
one of the most important applications is secure communications where a pre-
dominant technique is chaotic masking [4], [9], [12], [14]; but also chaotic system
alone have been used in secure communications [1], [2] and as random number
generator due to its properties [6], also chaotic systems are present in other
areas in the literature [5], [7]. In the last decade, many different approaches re-
lated to chaos synchronization have been applied, where the goal is to design an

observer to achieve synchronization to nonlinear electric circuit oscillators [13].
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