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a b s t r a c t 

This paper cryptanalyses the hyper-chaotic image encryption scheme developed by Norouzi et al. and 

presents a chosen-plain-image attack scenario to reveal its generated key stream. The recovered key 

stream can be used to decrypt any future related cipher-image without having the secret key. In addi- 

tion, the paper introduces an advanced version of the underlying image encryption scheme to overcome 

its security shortcomings. Specifically, the proposed cipher generates a unique key stream for each dis- 

tinct plain-image based on its fingerprint. This thwarts the chosen-plain-image attacks and enhances the 

security level of the proposed scheme. Finally, the experimental results confirm the robustness of the 

proposed image cipher against different types of attacks. 

© 2017 Elsevier B.V. All rights reserved. 

1. Introduction 

The multimedia protection, especially digital images, has been 

recognized as a hot topic of research in the recent few years. By 

studying the intrinsic features of digital images, it is found that the 

conventional encryption algorithms are not suitable for protect- 

ing the images. These features include high correlation among pix- 

els, high redundancy, and huge data capacity. Accordingly, several 

image cryptosystems based on chaos techniques were introduced 

into literature to consider these features [1–12] . The chaos tech- 

niques have been employed to build stronger ciphers than ciphers 

based on traditional cryptographic algorithms. Indeed, this is moti- 

vated by the subtle similarities between chaotic systems and cryp- 

tographic systems. Specifically, chaos characteristics such as tough 

sensitivity to the initial conditions and control parameters, aperi- 

odicity, random-like behavior, and ergodicity can be utilized into 

the main functions of confusion, diffusion, randomness, and secret 

key sensitivity to provide good ciphers. Unfortunately, a large num- 

ber of these image cryptosystems have been found insecure; espe- 

cially, they are vulnerable to known and/or chosen-image attacks 

[13–20] . 

Recently, a private key image encryption scheme based on 

hyper-chaotic system was proposed in [1] . The cryptosystem con- 
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sists of only one round of diffusion in which the image pixels are 

sequentially masked by a hyper-chaotic pseudo-random sequence. 

To encrypt a pixel, the scheme takes into account the sum of all 

pixels located after the pixel to increase the plain-image sensitiv- 

ity of the scheme. Accordingly, the scheme has several advantages 

such as the sensitivity to the plain-image and secret keys, the suf- 

ficient large key space, and the high speed performance. Unfortu- 

nately, we argue that this scheme is vulnerable to chosen-plain- 

image attack. Therefore, this paper is devoted to demonstrate a se- 

rious security flaw associated with this scheme and then provide 

a secure version of the underlying scheme to resist several attacks 

including the chosen-plain-image attacks. 

The remainder of this paper is organized as follows. 

Section 2 provides a brief description of the image cipher under 

study and then presents a chosen-plain-image attack that com- 

promises the security of cipher. Section 3 suggests an enhanced 

version of the scheme to overcome its security shortcomings. 

Section 4 introduces security analysis and simulation results asso- 

ciated with the proposed image cipher. Finally, Section 5 concludes 

the paper. 

2. Underlying image scheme cryptanalysis 

The original image encryption scheme developed by Norouzi 

et al. [1] utilizes a hyper-chaotic system to generate a key stream 

that masks a gray image through one round of diffusion to en- 

hance the encryption speed. The hyper-chaotic system obtains the 
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key stream as only a function of the associated secret key (i.e., the 

key stream is independent of the plain-image). The hyper-chaotic 

system deployed by the underlying image cipher is described in 

Eq. (1) . ⎧ ⎪ ⎨ 

⎪ ⎩ 

˙ x = a (y − x ) + yz 
˙ y = cx − y − xz + w 

˙ z = xy − bz 
˙ w = dw − xz 

(1) 

where a , b , c and d are the control parameters of the system while 

x 0 , y 0 , z 0 , and w 0 are initial conditions. The image cryptosystem 

under study uses these initial conditions as secret keys for gen- 

erating the key stream of the encryption/decryption process. The 

rest of this section briefly describes the cryptosystem under study 

in Section 2.1 while Section 2.2 provides the details of a chosen- 

plain-image attack to successfully break the scheme. 

2.1. Image cryptosystem under analysis 

This section briefly discusses both the encryption and decryp- 

tion algorithms employed by the cryptosystem under study. To in- 

troduce the algorithms, it is assumed that a plain-image F of size 

W × H needs to be encrypted, where W and H are the width 

and height of the image, respectively. The encryption algorithm de- 

scribed in more details in [1] can be summarized in the following 

steps: 

Step 1: Scan the two dimensional plain-image, F , from left to 

right and then top to bottom to obtain one dimensional vec- 

tor P = { p 1 , p 2 , . . . , p L : L = W × H} in which p i is the gray 

value of the ith pixel. 

Step 2: Utilize the hyper-chaotic system given in Eq. (1) to gen- 

erate the key stream K = { k i } , i = 1 , 2 , . . . , L in which k i is 

ranging from 0 to 255. 

Step 3: FOR i = 1 to L 

3.1 Compute the characteristic value CV 
p 

i 
of the ith pixel p i 

of the plain-image P based on Eq. (2) . 

C V 

p 
i 

= 

⎧ ⎪ ⎪ ⎨ 

⎪ ⎪ ⎩ 

L ∑ 

j=2 

p j i f i = 1 

C V 

p 
i −1 

− p i i f i > 1 

(2) 

3.2 Compute a temporary value v p 
i 

as a function of CV 
p 

i 
and 

k i according to Eq. (3) . 

v p 
i 

= f loor 

(( CV 

p 
i 

256 

5 
× k i × 10 

10 
)

mod 256 

)
(3) 

3.3 Encrypt the ith pixel p i based on Eq. (4) . 

c i = 

{ 

p i � (A 0 + v p 
i 
) mod 256 � k i i f i = 1 

p i � (k i + c i −1 ) mod 256 � v p 
i 

i f i > 1 

(4) 

3.4 END FOR 

where p i and c i are the ith plain-image pixel and its corresponding 

cipher-image pixel. Also k i is the key generated for the ith pixel 

while A 0 is an initial seed. 

On the other hand, the decryption algorithm follows a similar 

procedure as the encryption process but it is carried out in reverse 

order. The decryption process starts from the last pixel located in 

the bottom right corner to the first pixel located in the upper left 

corner of the cipher-image C . Accordingly, the decryption algorithm 

found in [1] can be summarized in the following steps: 

Step 1: Scan the two dimensional cipher-image from left to 

right and then top to bottom to obtain one dimensional vec- 

tor C = { c 1 , c 2 , . . . , c L : L = W × H} in which c i is the cipher 

value of the ith pixel. 

Step 2: Generate the key stream K = { k i } , i = 1 , 2 , . . . , L in the 

same way as in Step 2 of the encryption process. 

Step 3: FOR i = L to 1 

3.1 Compute the characteristic value CV c 
i 

of the ith pixel c i of 

the cipher-image C as described in Eq. (5) . 

C V 

c 
i = 

{ 

0 i f i = L 

C V 

c 
i +1 

+ P i +1 i f i < L 
(5) 

3.2 Compute a temporary value v c 
i 

as a function of CV c 
i 

and 

k i according to Eq. (6) . 

v c i = f loor 

(( CV 

c 
i 

256 

5 
× k i × 10 

10 
)

mod 256 

)
(6) 

3.3 Decrypt the ith pixel c i based on Eq. (7) . 

p i = 

{ 

c i � (A 0 + v c 
i 
) mod 256 � k i i f i = 1 

c i � (k i + c i −1 ) mod 256 � v c 
i 

i f i > 1 

(7) 

3.4 END FOR 

2.2. Chosen-plain-image attack scenario 

This section introduces a chosen-plain-image attack scenario 

to recover an original plain-image from its corresponding cipher- 

image without having the related secret key. From the structure of 

the decryption algorithm, it is found that the algorithm starts the 

decryption from the pixel L and sets its corresponding character- 

istic value CV c 
L 

to zero according to Eq. (5) . As a result, the corre- 

sponding temporal value v c 
L 

becomes zero based on Eq. 6 . Then the 

plain value p L can be recovered based on the known values of v c 
L 
, 

c L −1 , c L , and k L according to Eq. 7 . After recovering p L , it will be 

used to obtain the values of CV c 
L −1 

and v c 
L −1 

of the (L − 1) th pixel 

from Eqs. (5) and (6) , respectively. Then, the plain value p L −1 of 

the (L − 1) th cipher pixel is recovered from Eq. (7) . This process is 

repeated until reaching the 1 st pixel of the cipher-image. Note that 

in recovering the 1 st pixel p 1 , the initial value A 0 is used instead 

of the cipher value of c i −1 (i.e., c 0 since i = 1 ). 

According to the structure of the underlying cryptosystem, it is 

found that the cryptosystem is vulnerable to chosen-plain-image 

attacks as also briefly noted in [21] . This vulnerability can be ex- 

ploited by an attacker to extract the related key stream used in 

the encryption process. Specifically, to extract the key stream, the 

attacker chooses a plain image P with zero values for all its pix- 

els p i , where i = 1 , 2 , . . . , L . Also it is assumed that the attacker has 

an encryption oracle of the encryption algorithm to get the cor- 

responding cipher-image C of the plain-image P . Since the value of 

the i th pixel is zero, each of the corresponding characteristic values 

C V 
p 

i 
and C V c 

i 
becomes zero based on Eqs. (2) and (5) , respectively. 

This, in turns, evaluates each of the corresponding temporal values 

v p 
i 

and v c 
i 

to zero according to Eqs. (3) and (6) , respectively. For this 

special chosen-plain-image P and its corresponding cipher-image C , 

the decryption in Eq. (7) will be reduced to Eq. (8) by removing the 

variable v c 
i 

which has the value of zero. Also the initial value A 0 is 

a value between 0 and 255 (i.e., A 0 mod 256 = A 0 ). 

p i = 

{
c i � A 0 � k i i f i = 1 

c i � (k i + c i −1 ) mod 256 i f i > 1 

(8) 

Also because the value of the i th pixel p i is zero for all i = 

1 , 2 , . . . , L ; the key stream K = { k 1 , k 2 , . . . , k L } can be obtained from 
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