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a  b  s  t  r  a  c  t

In industrial  processes,  analyzing  and  predicting  process  faults  are  quite  important,  which  could  help
operators  to  take  timely  and  effective  responses  to  ensure  process  safety  and  prevent  further  losses,
especially  during  alarm  floods.  Various  fault  analysis  methods  have  been  proposed  so  far,  among  which
the  alarm  flood  sequence  alignment  (AFSA)  methods,  unlike  other  traditional  model-based  or  statistical
methods,  provide  fault  inference  from  the  perspective  of alarm sequence  similarity  assessment.  A  new
AFSA  method,  the match-based  accelerated  alignment  (MAA)  is proposed  to generate  insightful  and
informative  alarm  sequence  alignments.  MAA  focuses  mainly  on alarm  match  analysis  and  outperforms
other  methods  in terms  of  robustness  towards  nuisance  alarms  and  improved  computational  efficiency.
More  importantly,  the  alarm  time  information  is  well  considered  and  explored  in MAA,  rendering  its
alignment  results  capable  of  revealing  the real  similarity  of alarm  floods.  Numerical  examples  and  a  real
chemical plant  case  are  studied  to demonstrate  the  effectiveness  and  efficiency  of  the  proposed  MAA
method.

©  2017  Elsevier  Ltd.  All  rights  reserved.

1. Introduction

1.1. Background

It is widely recognized that alarm systems are of great sig-
nificance to the safe operation of industrial processes. With the
improvement in hardware and software design and applications,
the number of alarm configurations in alarm systems increases
rapidly, bringing convenience to monitoring process states and on
the other hand, leading to the occurrence of alarm floods. As sug-
gested by the industrial standard ANSI/ISA-18.2, IEC 62682, and
EEMUA [1–3], an alarm flood is present if more than 10 alarms arise
within a period of 10 min. When an alarm flood occurs, operators
could be overwhelmed with tackling a large amount of alarms and
therefore would not be able to properly handle the process abnor-
mality in time [4,5]. Thus, there is necessity to develop techniques
to deal with the problem of alarm floods and assist operators to take
timely and effective actions to maintain healthy process operations.

Some research work has been carried out for the treatment
of alarm floods. A method based on the dynamic fault tree was
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proposed and implemented for alarm filtering and fault event
dependency analysis [6]. A state-based alarming and alarm load
shedding approach was used to mitigate the effects of alarm floods
[7]. Plant connectivity and alarm logs were combined to reduce the
number of alerts in an automation system [8]. A dynamic alarm
management strategy was  provided to deal with alarm floods that
occur during the transition of operating states by changing alarm
limits according to a priori transition knowledge [9]. In order to
remove chattering and repeating alarms, an online method based
on alarm duration and interval analysis was proposed [10]. And
for the same purpose, a quantitative measure employing statistical
property of the process variables and alarm parameters was put
forward [11]. The visualization of alarm floods has been studied
as well. A new visualization method was  employed to facilitate
alarm presentation by showing alarms in time series together
with short alarm descriptions [12]. A technique using principal
components in parallel coordinates was  implemented for process
monitoring applications where a large number of sensors are used
to detect and identify abnormal operation conditions [13]. In addi-
tion, methods to assist operators during industrial alarm floods
based on analyzing historical alarm flood data were proposed to
improve alarm system performance [14,15]. Moreover, alarm flood
sequence alignment (AFSA) is an interesting way of analyzing alarm
floods based mainly on alarm sequence similarity assessment.
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The agglomerative hierarchical clustering (AHC) method and the
dynamic time warping (DTW) technique were employed for alarm
flood clustering and alignment [16]. A strategy specially designed
to deal with the time cross phenomenon in the alignment based on
the Smith–Waterman algorithm was proposed [17]; it was further
developed for multiple sequence pattern mining [18]. The modified
basic local alignment search tool (BLAST) was put forward to reduce
the search space of the alignment process [19]. The match-based
accelerated alignment method (MAA) proposed in this paper is an
AFSA method.

1.2. Basics of AFSA

The attributes of alarms typically include tag name, alarm iden-
tifier, time stamp, alarm priority, unit area, and process description
[20]. Tag name and alarm identifier compose the alarm tag, e.g., tag
name 001 and identifier PVHI (process variable high alarm) com-
pose alarm tag 001.PVHI. One alarm tag and one time stamp make
up the alarm tuple used in MAA  as

x = (e, t), (1)

where x represents an alarm, e denotes the alarm tag, and t denotes
the alarm time. For a given alarm flood sequence

X = {x1, x2, . . .,  xNX }
= {(ex1 , tx1 ), (ex2 , tx2 ), . . .,  (exNX , txNX

)},
(2)

the numerical alphabet set for alarm tags is expressed as

� = {1, 2, . . .,  N�}, (3)

and therefore exi ∈ �,  i = 1, 2, . . .,  NX.
The alignment of two alarm flood sequences is typically com-

posed of a series of matches, mismatches, and gap-matches. The
three basic alignment components are defined as follows. For alarm
xi in sequence X = {x1, x2, . . .,  xNX } and alarm yj in sequence Y =
{y1, y2, . . .,  yNY }, if exi = eyj , the two alarms form a match, expressed
as

〈xi, yj〉 or 〈(exi , txi ), (eyj , tyj )〉. (4)

If exi /= eyj , xi and yj form a mismatch. And if no proper yj can be
aligned to xi, xi and a gap ‘–’ form a gap-match, expressed as

〈xi, –〉 or 〈(exi , txi ), –〉. (5)

Similarity scores are assigned to the matches, mismatches, and
gap-matches in the alignment. The similarity score for a match is
usually positive, while the scores for a mismatch and a gap-match
are always negative or zero. Thus, the mismatch and the gap-match
scores are also called the mismatch penalty and the gap-match
penalty.

The objective of sequence alignment is to find a way  of aligning
two sequences that corresponds to a high overall similarity score.
Dynamic programming is commonly employed for the alignment
realization. Procedures of the dynamic programming algorithm
used by a local alignment method, the Smith–Waterman method,
to align sequences X and Y are described as follows.

1. Build an (n + 1)-by-(m + 1) dimensional similarity score matrix H
and initialize its first row and column to be 0.

2. Calculate the elements in H from the upper left corner to the
lower right corner by

Hi+1,j+1 = max{Hi,j + f (xi, yj), Hi,j+1 + ı, Hi+1,j + ı, 0}, (6)

where

f (xi, yj) =
{

1, if exi = eyj ,

�, if exi /= eyj .
(7)

Here � is the mismatch penalty and ı is the gap-match penalty. The
default match score equals 1 in this work.

• Find the maximum element value in H which is the similarity
score of the alignment of X and Y.

• Trace the way of the generation of the maximum value backwards
until meeting a value of 0, and the obtained path corresponds to
the optimal local alignment.

Moreover, alarms triggered by physically connected devices
usually arise simultaneously and their chronological order is of lit-
tle importance as long as the alarm occurrence time is close. For
example, considering alarms x1, x2, y1, and y2 (ex1 = ey1 and ex2 =
ey2 ), if tx1 > tx2 and ty1 < ty2 but tx1 is approximately equal to tx2 ,
the four alarms can form matches 〈x1, y1〉 and 〈x2, y2〉 even though
there is time cross among the alarms. Conventional sequence align-
ment methods are strict with the alarm order and prohibit any time
cross to be present in the alignment. In view of this, the work in
[17] put forward a strategy to enhance the tolerance of alarm time
cross for AFSA and proposed the modified Smith–Waterman (MSW)
method to align alarm flood sequences of poor data quality. The
time cross treatment strategy is adopted in MAA  as well and thus
is introduced briefly as below.

Define the time distance vector di for alarm xi in sequence X as

di = [ di1 di2 · · · diN� ]
T
, (8)

where

dik = min
1≤j≤NX

{
|txi − txj | : exj = k

}
. (9)

Here k is the numerical symbol in the alarm tag alphabet �.  Each
dik indicates the time span between alarm xi and the closest alarm
with alarm tag k. Subsequently, we have the time weighting vector
wi for xi as

wi = [wi1 wi2 · · · wiN� ]
T
, (10)

where

wik = e
−
d2
ik

2�2 . (11)

The standard deviation � is selected according to how much weight
the user wants to put on the close-by alarms to blur their orders in
the alignment. Finally, the similarity score in Eq. (7) is reformulated
as

f (xi, yj) = � + (1 − �) max
1≤k≤N�

wxikw
y
jk

+ �, (12)

where wx
ik

and wy
jk

denote the time weights for alarm xi in X and
alarm yj in Y, and � is a negative constant to adjust the score if
ex /= ey; for cases where ex = ey, set � to be 0.

1.3. Motivations

Existing AFSA methods suffer from some common application
problems in practical scenarios. First, the existence of nuisance
alarms could have significant influence on the alignment results;
second, the computational burden of dynamic programming is
always high, especially when the considered sequences are com-
bined by a large number of alarms; and last but not the least, time
information of alarms is not appropriately incorporated into the
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