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Abstract

Security systems are considered a necessity for the deployment of smart vehicles in our society. Security in vehicular ad
hoc networks is crucial to the reliable exchange of information and control data. In this paper, an intelligent intrusion detection
system (IDS) is proposed to protect the external communication of self-driving and semi self-driving vehicles. This technology
has the ability to detect Denial of Service (DoS) and black hole attacks on VANETs. The advantage of the proposed IDS over
incumbent security systems is that it detects the attack before it causes significant damage. The intrusion prediction technique
is based on a Linear Discriminant Analysis (LDA) and Quadratic Discriminant Analysis (QDA) to predict the attack based on
an observed vehicle behaviour. Simulations utilised Network Simulator version 2 to demonstrate that the IDS exhibits a low
rate of false alarms and high accuracy in detection.

c© 2015 Published by Elsevier Ltd.

KEYWORDS:
Security communication, vehicle ad hoc networks, IDS, self-driving vehicles, linear and quadratic discriminant analysis.

1. Introduction

Self-driving and semi self-driving vehicles are at-
tracting increased attention from both industry and
research community because of their potential posi-
tive and economic effects on society [1]. These vehi-
cles depend heavily on internal and external commu-
nication systems to achieve their goals, such as traffic
safety, ideal exploitation of resources, reducing human
error and reducing the number of injuries and fatalities
from traffic accidents [2]. In other words, autonomous
and semi-autonomous vehicles operate without drivers
and have the ability of improving traffic flow for vehi-
cles on roads and reducing the number of human errors
[3].
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Vehicular Ad hoc Networks (VANETs) are external
communication systems for these vehicles which sup-
port intelligent transportation systems [4]. VANETs
an play important role in establish secure and safe en-
vironment for self-driving and semi self-driving ve-
hicles [5]. VANETs applications can be classified
into safety and non-safety applications [6]. Real-time
safety applications, fleet management services, traffic
management and monitoring are the most important
features of these networks [7, 8]. Moreover, security
systems are a very important factor for the safe appli-
cation of these vehicles [7]. Strong and reliable secu-
rity mechanisms are needed to protect information as
well as the control data transferred between vehicles
and their Road Side Units (RSUs) in radio coverage
areas [8].

The IDS can be used as an effective tool to know
whether unauthorized users are trying to gain access,
already have access or have compromised the network.
However, when IDS is compared with the wired net-
work, there is an introduction of additional challenges
in setting up an IDS by the dynamic topology of ad hoc
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